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1 Introduction

1.1 Context and objectives

Largescale distributedniternet of Things (loT$ystens pose majochallengeswith respect to how to
addressheir security and privacy conceresiciently. In particular securityby-design and privachy-

design methods and tools are required to address a holistic design embracing security and privacy
aspects at the different system layers. Furthermarmmated solutions for retime operatios are
required in order to ensure timely reactiorptivacy and security incidentsccurredaccidentdly or
causedy attackers

The WP4 in ENACT aims at developing methods and tools supportiagsécurity,privacy and
resilienceof SmartloT SystemgSIS) throughout the DevOps process cy@@ee Figure 1)Smart loT

Systems in ENACT armext generatiohoT systems which need to perform distributed processing and

coordinated behaviour across loT, edge and cloud infrastructures, manage the closed loop from sensing
to actuation, and cope with vast heterogeneity, scalability and dynamicity afeli¢esand their
environments.

ecify

Sec, Priv & Div
Regs Specification

Automated deployment
of Sec & Priv controls
and system variants

O

o

Sec & Priv controls
enforcement

Sec & Priv controls
monitoring

Figure 17 ENACT WP4 focus within DevOps cycle

As explainedin D2.1, wihin ENACT we definefiTrustworthines® as the capabilitfoipr es er v e

security,

privacy,

safety, reliabi

lity,

From all these, the WP4 in ENACT deals wstipporing the following SIS capabilities:
Security refers to the preservation of confidentiality, integrity avadilability of information

[1].
(0}

and

Integrity is the property of protecting the accuracy anthpleteness of informatidg].

Confidentiality is the property thainformation is not made available or disclosed to

unauthorized individals, entities, or processiy.
Availability is the property of information being accessible and usable upoardeby an

authorized entity2].

Public final version 1.0, 31/10/2018
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- Privacy refers to the protection of personallyeidifiable information (PII)3]. PlI refers to
any information hat (a) can be used to identify the PII principal to whom such information
relates, or (b) is or might be directly or indirectly linked to a PII principal.

- Resiliencerefers to the ability of th&ISto withstand instability, unexpected conditioasd
gracefully return to predictable, butgsibly degraded, performangg.

Therefore, within WP4 we will research novel mechanisms related to security and privacy (including

access control) as well as resilience of SIS, while safety and reliability aspents stitelied In terms
of resilience we will leveragsoftware diversity and deployment of different system variaitts the

aimto reduce the exposure of particular faults of the system to potential attackers as well as increase the

resilience of the systeagainst external perturbations.

The results of WP4 will be shaped as two main enablers:

- Robustness and Resilience Enableim order to contribute to Si8ustworthinesshis enabler
will increase resilience of smart loT systems by diversifying softwihis. implies that each
instance of a service has a different implementationitanderates differently, still ensuring

that its globalbehaviour is consistent and predictable. The enabler will automate the

introduction and management of diversity in snhalft systems.

- Security and Privacy Monitoring and Control Enabler: This enabler includesiechanisms
and toolsto control the security and privacy behaviour of 10T systems @ndarly detect
anomalies by continuousonitaring of security metrics that will be defined during the project.
This includesearly reaction models and mechanisms that addwassstation and recovery of
the loT application operation in casé monitored metrics devi@n from the expected
behavour. Specific focus will beonthe confidentiality and integrity of data and servicEse
enabler will include arendto-end ContextAware Access Control tool feadvancedaccess
control and authorization mechanistagoredto smart IoT systems. Today, no protocol can
deliver dynamic authorization based on context for bottinfbrmation technologieand OT
(operational technologies) domains.

The presendieliverable D4.1 focuses on the stafehe-artanduse caseequirement analysis terive
the security, privacy and resilience mechanismsessary to support secutity-design, privacyby-
design, resiliencey-designas well as monitoring anaperational control of these aspeasSIS

1.2 Achievements
The following table summarises the achievements of \AtRHe time of delivering D4.1

Tablel. Achievements @NACTWP4 at the time of D4.1 delivery.

Objectives Achievementsso far and future work

State-of-the-art on 10T security, privacy and | We conducted an extensive analysis of the si
resilience of-the-art on approaches feecurity, privacy anc
resilience of SIS. We specifically focusedfe
topics:

1. loT Security and Privacy challenges
2. loT Security andPrivacy-by-design

3. loT Security and Privacy assurance

! International Organization for Standardization. ISO/IEC 29100:2011(E), Inforntatibnologyi Security techniquess Privacy
framework, 2011.

Public final version 1.0, 31/10/2018 6
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4. Software diversityas resilience mechanism
SIS

Security, and privacyaware design and
orchestration of 0T systems

i) The languages and formalisms to eng
the specification of the securitgand
privacy requirements of smart Ig
applicatiors as part of the overall desig
including the corresponding security &
privacy metrics and probes allowir
appropriate monitoring.

Risk model characterizing potenti
security and privacy riskszonsidering
both the characteristics of infrastructy
devices and requirements of the sm
loT application (this will be integrate
with WP2 risk driven orchestration af
the decision support system for select
of the devices).

iii) Metrics of sofware diversity ©
individual services and the whole syste

Analysis of possible mechanisms and to
related to the expression and inclusion of sect
and privacyintelligence in smart IoT systen
design.

Initial design of monitoring tool ready.

Support to security and privacy specification
Orchestratioris pending.

Addressed in D2.1

On-going research.

Robustness, security and privacy enforcemer
in smart loT systems

Initial design of contexbased authentication ai
authorisation of devices and services.

Initial design of diversity mechanisms t¢
diversify loT services,i.e., to automatically
generate diverse versions of 10T services from
same ThingML model In addition, initial
research was done on loT architecture diver
mechanism

Initial design of loT Platforntevel securityand
privacy mechanisms.

In the future possible reaction models anqg
mechanismswill be alsodefinedto address the
adaptation and recovery of the loT applicat
operation in casef monitored metrics deviiin
from the normal (risk under control) behaviou

Security and privacy monitoring of smart 10T
systems

Initial mechanisms and tools for controlling t
security and privacy behaviour of 10T applicati
and early detect anomalies by continuou
monitoring

1.3 Structure of the document

After the introductory sectionhé reminder of the document is structured as follows.

Public final version 1.0, 31/10/2018 7
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In Section 2the Subsection 2.1 describes the main obstacles for a holistic approach to SIS security and
privacy. Thenthe stateof-the-art in 0T security, privacyand resiliencere presentedn Subsection
2.2, 2.3 and 2.4 respectively

Section 3 analyses tlrequirementof ENACT use casevith respect toSIS security, privacy and
resilience and explains hoiw is plamedto tackle them irthe corresponding enablersf ENACT
framework

Section 4summarises the 10T Trustworthiness architecture and future tool support in ERACT
describes how the different tools will work together within ENACT framework

Section 5describeghe different mechanisnseingdevelopd as part oENACT solution to support
SIS developers in creating trustworthy SIS.

Section &describeghe initial design of the operational mechanisms that will be offered by ENACT to
SIS operators in order they can effectively detect cyber inciderisaies, and attacks and early react
to them.

1.4 Acronyms and &breviations

CAAC | Contextaware Access Control IDM Identity Management
CPIM Cloud Provider Independent Model loT Internet of Things

CPSM | Cloud Provider Specific Model IP Internet Protocol

CSP Cloud Service Provider SLA Service Level Agreement
DoS Denial of Service SLO Service Level Objectives
GDPR | EU General Data Protection Regulation SIS Smart loT System

Public final version 1.0, 31/10/2018 8
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2 State of the art in loT Security, Privacy and
Resilience

SmartloT systensecurity privacyand resilience are wide fields of research including mechanisms and
solutions applicablen the different layers of the 10T systeffhe mechanisms range from formalisms
and models for specification of sedyriprivacy and resilience requirements in the system design to
techniques and methods for requirements fulfilment assurance at systémewun

This section examines the current state of the aairity, privacy and resilience mechanismsoaf |
systemdrom the perspective of their possible inclusion on ENACT solufianst, in Section 2.1ywe
introduce the major challenge$ 10T systems with respect to 10T security and privé®gcond, in
Section 2.2 the state of the art in secubyydesignand privacyby-designmechanisms relevant for
ENACT is describedThird, in Section 2.3the state of the art ofuntime security and privacy
mechanism is studied with emphasis access control solution&inally, Section 2.4nalyses the state
of the at of both design time and rttime resilience techniques.

2.1 loT Security and privacy challenges

Smart I0T Systems (SIS) admplex and dynamic systenwhich require the management of
distributed and heterogeneous devices, technologies, services and environments. This heterogeneity
implies working with different underlying networks (e.wired, wireless, cellular) and supporting
different communicatiorprotocols (e.g.RFID ISO/IEV 18000,IEEE 802.15.4, ZigBeeWireless
HART, WiFi IEEE 802.11 a/b/g/n, WiMax IEEE 802.16 a/d/e/m, Ethernet IBEE3 u/z, GPRS) and
modes (e.g.access poinbased, p2p mode) in order to manage massive device dataissios[5].

Due to loT characteristics, it ishallenging to ensure security in terms of identification and
authentication, confidentiality, integrity, authorization, availability and privacy, while scalabiliy
capacity and availability must be guaranteed,reattime the most of the tines. The security
requirementsieed to beddressed by implementing the existing security modes of the communication
protocols themselves and by deploythg necessargecurity mechanisnfsr dataprotection at rest as
well.

There is o standard architecture for representimgloT. Neverthelss, there isvell-known thredayer
architecture that consists of the perception layer, the network layer and the applicatig6]l§gjer
Security must be ensured at all layensd security of the IoT environmentas a wholeneeds to be
addressed as well

Figure 2 shows the loT layers mapped to the three different phases that take platieeitd®
environments: (i) collection phase, (ii) transmission phase, and (iii) processyenagnt and utilization
phase[5]. The horizontal representation of IoT applications illustrates how these applications do not
work in isolationbut share devices, networks and infrastructure elenmotgoverthere s a common
service platform that is in charge of managing and controlling fBgm

Public final version 1.0, 31/10/2018 9



ENACT

Trustworthiness mechanisms specification Deliverable # D4.1
§\ S?“"l.” Logistic Health Industry
= building Process,
5 managemem
5 Cloud and utilization
é Computing SOA Service platforms technologies phase
<
E s ~
e P RPL IP routing protocols
fa] \ -
)
b= Transmission
E phase
2
é Ethernet 1 [ WiFi | GPRS J LSatelliteJ [ 3G/4G J
; | J
8 . | [ IEEE l (
E L RFID ZigBee 202.15.4 Bluetooth NFC
g Collection
i phase
]
5
A

O O O O
Sensor Actuator Camera Smart meter

Figure 27 loT technologies and protocols stack

The collection phase, which executes atgheception layer, refers to procedures for collecting real

time data from the physical environment. Technologies used for the data collection are mainly: RFID
ISO/IEV 18000, Wireless Sensor Networks (WSNghteologies such as IEEE 802.15.4, ZigBee,
Wireless Highway Addressable Remote Transducer (HART) and NFC. Regarding WSNs, the Low
power wireless personal area networks (LOWPAN) protocol 802.15.4 covers thendogy
communications requirements of 10T syste

During the transmission phase the collected data is delivered through the network layer to the service
platforms and servers at the application layer. Different technologies may battisetsportation

layer for that purpose such as Ethernet, Wafid GPRSThecommunication protocol stack for thel

already supports security. The IEEE 802.15.4 standard defines different security modes by using
symmetric cryptography, which assures data confidentiality, authenticity and integrity at link layer.
Moreover, the IEEE 802.15.4 standard can be used to protect against message replay attack and can also
provide access control mechanisms supported with access control lists[@ACL)

At theapplication layer, there are multitude of network protocols optimi&disein local constrained

device networks such as Constrained Application Protocol (C¢E®) Message Queue Telemetry

Transport (MQTT)11] and Extensible Messagjrand Presence Protocol (XMPR2]. Most of these

Al ightweight" messaging protocols | ack tated ong s¢
the path to implementing security into them. Examples include OPMuithand Open ID Connect
implementatiorf14] [15], DTLS[16] over CoAP, Lithg17], etc.

Nevertheless, there are still a number of open issues regarding loT security. Considering the constraints
of low-energy consumption and low processing capability as well as scaldbititors in 0T
environments, the use of cryptography into the devices is still a concern. In most of the cases, the
encryption key management mechanisms are still not properly addressing the big issue of dynamicity
(scalability in and oQtand divesity of things. The key management at the perception layer is a critical
issue to be solved in order to address security; this includes key generation, distribution, storage,
updating and destruction procesdes. lightweight key management schemes i@quired such as key
broadcast distribution in the entire network, group key distribution and master key distrigjition
Works such agl8] propose the adaptation of DTLS to enable group keys in multicast communications
using CoAP. IN19] the authors state that most of the existing Key Manage8ystems (KMS) are

Public final version 1.0, 31/10/2018 10
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not suitable for 1oT. The KMS suitable in 0T environments are those that support low computational
overhead on the things, in contrast to public key cryptography algorithms. However, there are works
based on PKI schemes for 1¢20].

Even if there are communication protocols such as IEEE 802.15.4 that defines the symmetric encryption
as the security mechanism, conventional swtnim cryptography such as Advanced Encryption
Standard (AES) is not adequate dueléd environment constrain{®]; the high complexity ofkey
exchange protocsin scalable environmesitandthe problem okey confidentiality[6]. On the other

hand, lightweight cryptography (LWC) algorithms are promising for [21], for example Elliptic

Curve Cryptography (ECQ22].

Regarding authentication, there are different appreaainder researcihao [23] proposesa data

packet encapsulation mechanism that reduces the overhead of data resources use and combines cross
platform communication features with secure encryption, authentication and signature algorithms to
establish a secure communication among things. Tdnk w [24] implements tweway authentication

security scheme for 1oT based on DTLS protocol and public key cryptography algorithm ¢sgigcifi

based on RSAJesigned to be used over UDP/IPv6 over LOWPAN (6LOWPANS) communication stack.

The secure exchange of data also requires the unique identification of the things of the loT system. As
cryptography has been included into 10T in the Mesars, the cryptograpHyased identification
mechanisms can be used in those cases. But as aforementioned the use of cryptography implies an
overhead that sometimes cannot be affof@égl

Different works identifydiverse security and privacy threats of loT. One of the most prominent is the
work of Open Web Application Security Project (OWASP) that identifies the top ten most common
vulneralilities of 10T systemg26] covering the whole 10T architecture layers (frénsecure Web
Interfaceto Poor physical securitflaws). Thesemost common vulnerabilities include insufficient
authentication and authorization, insecure network services and lack of transport encryption and
integrity verification. Authors if271ex emp |l i fy hands on the fAmost se\
threats, namely: leakage of the personally identifiable information (PIl), leakage of sensitive user
information and unauthorised execution of filmes. The research doneig8] provides twenty security
considerations for cloudupported I0T, ranging frodecure communicatiort® Impact d Cloud
decentralization on securityand it describes the maturity of the research approaches for addressing
them.

From these and similar work29] [30] [31], it is clear that endlo-end I0T security and privacy are
highly challenging.More recently a complete survey on IoT security and privacy challenges was
published[32] which comprehensively analysisl security challenges of various layensdintrinsic
vulnerabilities from the perspective of technologies and architecsed.Further, the lack of loT
architecture standards does not contribute to facilitaticgrigg- and privacyaware design of loT
applications. Thevork of ENISA in loT security is currently focused providing support and guidance

for four main domains, namely, airports, cars, homes and cities. ThereftreEINACT Elderly care

case study special attention will beiggdo smart home security best practifg3].

ENISA has also recently producedo valuable guidelines on 10T securifyhe first oneprovidedthe
basic recommendations for IoT security in the context of critical infrastrucfB#sThe second
guideline reportshe security issueposed by 10T systems that use Cloud pating technologies and
advisesa number of security and data protection meaqG3tgs

Considering all of the abov&NACT will research on how to define the needed system and data
protection measurés the different layers of the 10T systemnd how to make sure they work in harmony
together for an efficient and holistic situational awarea@sissecurity and privacy assurance.

Public final version 1.0, 31/10/2018 11
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2.2 10T Security- and privacy-by-design

In the last years, the trend in smart and trustworthy software enginperaegses includeecurity and
privacy-by-design practices which prepare gwftwareto be compliant witlthe neededecurity and
privacy requirements and regulations.

Of outmost importance for EU software industries and system vendors is the complidmite wiew
European General Data Protection Regulat®DRR,Regulation (EU) 2016/679¥hich has beenn

force since May 2018GDPR compliance implies both privacy and security mechanisms definition,
enforcement and controincluding evidence collectiofor ensuringtransparency to engsers, third
parties in service provision (if anygnd law enforcement authorities.

ENACT is a DevOps framework aimed &tackling security and privacy challenges design
deployment and operation of Islstems. To this aim, ENACT proposes a-tdsiven analysis (WB
that will enable the identification of thmain privacy and securit)countermeasures arabntrols
necessaryor ensuringsystem privacy and security behaviour

2.2.110T Security and Privacy requirementsspecification

Two major trends can be identified in the literature for the specificatisaifrityand privacy related
requirements of distributed systems that include the use of Cloud sefvidescription of the state of
the art of eachdllows in the next two subsections.

2.2.1.1Model-based specification

This approach consists in expressimg tsecurity and privacy requiremeraa the basisof the
architectural modetf the 10T systendefined at design timé&Jsually this architectural moddescribes

the distribution of the IoT system components together with their communication and deployment
requirements.

According to the securithy-design and privachy-design principlesthe model can be enriched with
the information on required securnd privacy behaviour. To this aim, a number of approaches exist
for modetbased security and privacy requirements specificatimiging from annotations over the
model elements to more sophisticated security use cases and privacy use cases.

For example[36] proposes to take advantage of the satbwn Model Driven Engineering (MDE)
strategyto generate and deploy serviegdated policies that will be used take into account nen
functional requirements (as security and quality of service) while deploying and monitoring service
orientedcloud distributed systems. This allows raising the abstraction level and introducing more
automation in software developmeimmproving reusability af requirements, Platform Independent
Models and parts of PlatforBpecific Models (which give detailson the deployment platfom
Moreover, MDE is also adapted to define the Model Driven Security (MDS) stf@eggDS defines

a framework used to generate security policies out of annotated business proces§38pdetss
approach requires enriching the traditiofiagh s a X@zm8Vv ageodo model with a
Serviceo |l evel, u-depah@ntt perforrmaxge raedssecurity uegjuirams. sThis
approach modifies and increases the complexity of the standard model.

In the cloud contexine prominent alternative to express security and privacy requirements of the l1oT
systemhas beerthe exploitation of the system architectural modelGtoudML (Cloud Modelling
Languagé [39][40]. CloudML is an initiative by SINTEF partner in ENACT aitds currently open
source. It provides a domaigpecific languagethat suppors the specification of provisioning,
deployment and adaptation concerns related to dbased systems at desitgme and their enactment

at runtime.

CloudML is inspired by th©MG ModelDriven architecturapproacH41] and supports application
deployments to be specified in terms of cloud provider independent models (CPIM) thtaraedined
into cloud providesspecific models (CPSM) depending on deployment choices.

Public final version 1.0, 31/10/2018 12
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CloudML was alsaorepart of Cloud Application Modelling and Execution Language (CAMEAY]
languagea family of domairspecific languages (DSLs) defined in the PaaSage EU pfé@dh order
to cover the necessary aspects of the modelling and execution etlowsgspplications.

The CAMEL languagé¢44] integrates and extends existing DSLs, namely Cloud Modelling Language
(CloudML) [39][40], Saloon, and the organisation part of CERIE]. In addition, CAMELintegrates

new DSLs developed withiPaaSag such as the Scalability Rule Language (SR and new
features (e.g.WS-Agreement parts etc.)n general CloudML is used to describe tldoud-based
application structure and specify the topology of virtual machines and application compé8Erits

brief, thekey modelling elements that CAMEL shares with CloudML are: Cloud, VM type and VM
instance, Internal component, Hosting and Hosting tregta Communication and Communication
Instance.

CAMEL was extended in the MUSA projelet9] with deployment and security features required by
multi-cloud application$50]. The extensions were made time CloudML languagentegrated within
CAMEL.Other languagesxist for 10T cloud system model descriptidoo such asTopology and
Orchestration Specificain for Cloud Application§ TOSCA) specificatiorf51]. TOSCA isan open
standard that provides a language to describe service compdheirtselationshipsand topology,
similarly to CloudML In fact,CloudML is listed as oa of the TOSCA compliant tools

In WP2 for the orchestration and deployment of, HNACT will develop a tool called GeneSIS
framework (see deliverable D2.19r the Orchestration and continuousmoymentof SIS The
frameworkwill include a modelling languagenamed GeneSISp support the specification of SIS
deployment modelsThis language will inspire fronthe CloudML language The main reasos for
selecting CloudMLoverTOSCAfor GeneSIS creation are mainly its simplicity and the factithets
support for natively representing runtime information (not available in TOSCA)

The plars of ENACT includdo studythe viability of the definition of security and privacy requirements
in bothGeneSIsand ThingML[52], which is also used by GeneSIS framework to express device level
behaviour Thesedefinition in ENACT will take profit of the path initiated by MUSA project which
extended the PaaSage version of CloudMCAMEL language with both muktloud deployment and
security aspects

2.2.1.2Service Level Agreement$LA)-based specification

This approachrelies in thedesgn time specification of privacy and security level objectives
representing he systembs Ser vi cwhichwilvbe dontiduguly eneniteeedat ( SL A)
runtimeto ensure that the SLA is niéie standard ISO/IEC 200d0[53] defines a Service Level
Agreement (SLA) as documented agreement between the service provider and customer that identifies
services and service level objectiy8£0s). With the termSecurity SLAandPrivacy SLAor Privacy

Level AgreementPLA) we therefore respectively refer to the agreements that spsaifyrity level
objectivesandprivacy level objectivesffered by a service, which can be considered as part of an overall

SLA or ascomplementary to agreements on other service level objectives, such as quality or
performance SLOs.

ThereforeanSLAdefines theService Level Objectives (SL@s)d associatecbntrols Controlsensure

that the servia® sand/or theservice providero r g a n i <apabilitesnsatisfy the necessary
requirementslerived from theoolicies which can range from regulations (like GDPR) to organisational
policies or orders. ThBLOsare expressed in termsrogtricsto quantitative and unambiguously spgcif

the capability levels guaranteed in the SLA. Therefore, Security SLAs associate to each service both the
security controlsthat are implemented on top of it and tBervice Level Objectives (SLQOH) the

security capabilitie®f the service and its praler.

The most complete and detailed standard security control familp]8¥eSecurity and Privacy Control
FrameworlNIST SR800-53, revison 5 Draft[54], providesa comprehensive collection eécurity and
privacy controlsthat an organisation and/or service can offer. féasion 5 Draft[54] would be
therebre used todefine therequiredcontrols This revisionextends the previous version of the
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framework and define# addition tosecurity controlsprivacy controlghat are specifically devoted to
meet privacy requirements and to manage the privacy risks in an organisatigmintaodntrolsthat

can meet privacy and security requireme8tscurity controls are defined by NISTthesafeguards or
countemeasures prescribed for an information system or an organization to protect the confidentiality,
integrity, and availability of the system and its informatiomhile privacy controls arehe
administrative, technical, and physical safeguards employednnéthiagency to ensure compliance
with applicable privacy requirements and manage privacy risks

NIST organises the controls in families, such as Access Control (AC), Identification and Authentication
(IA), Risk Assessment (RA), System and CommunicatiomseBtion (SC), System and Information
Integrity (SI), etc. And a new Privacy Authorization (PA) family has been added.

The definition of therequired controket slould bethe result of the risk analysis phagecording to

the identified thrats against the I0T system and the risk profile of the organisatimatscan be
classifiedas those requiring treatment (high and medium risk level) and those that may not require
treatment (low risk levedr risk accepted Then,the DevOps teawould indicate the security controls

and privacy controlthatare the treatments toitigate the identified threats.

Eachof thecontrolsshouldbe associated with a level objective in form of a corresponding set of metrics
that quantify thdulfilment of the control that can be guaranteed to the service custorhertast task
would be to formally express such controls and corresponding metrics in a meaaztdable Security
SLA format such as W8greement for easing automatic monitoringuattime.

For multicomponentistributedapplications as most of the SIS arée creation of the Security SLA

of the whole application involves the understanding and deriag of the dependencies of the
components among them amdgth the externalservices they may usén the context of SIS, these
externalservicesused an be Cloud services or s emicthiarraos of f er
under control of the developeihe ultimate goal is to obtain an SLA that includes the security controls

that can be granted by the distributed application to its consumers to be later monitoretinag.run

Such Composed SLik factis the collection of the set of controls that can be effectively promised for

each application component. The contanissecurity and/or privacy mechanisms implemented by the
component or required on the Cloud servised For multicloud based applications, the authors in

[55] propose a complete methodology for Security SLA composition developed in Nkdgct

ENACT WP4 will study the needs of the use cases for automation of security and privacy controls
definition in a machineeadable formathat can ease aridcusthe security and privacy assessment of
the running loT systenThe study will involve theisageof MUSA threats cataloguf®6] to specify

IoT threatsidentified by the 10T systems under stualy well as the definition of requiredsociated
controls

2.3 10T Security and Privacy Assurance

Ensuring the confidentiality, integrity, and availability of information being processed, stored and
transmitted are higbriority concerns in 10T system#ssurance of these capabilities involves the
monitoring of potential attacks and incidents (threats)rder to make sure that the capabilities hold
during 10T system ruime. In case information security events or potential deviations from designed
secure and privaesespectful behaviour are detected in the 10T system, a prompt reaction will be
necessary, sometimes involving thedesign, reconfiguration or redeployment of system elements.
The DevOps approach adopted in ENACT is expetcietable this in an agile manner.

2.3.1Monitoring

Different works identify the diverse security and privabyeats ofloT systems One of the most
prominent is the work of Open Web Application Security Project (OWASP) that identifies the top ten
most common vulnerabilities of I0T systeifi@§] covering the whole loTarchitecture layers (from
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Insecure Web Interfade Poor physical securitfltaws). Authors if57]e x e mp |l i fy hands on
sever e, yet easy t o ab us petsondlly identifiable iefarmagion (PH)a me | vy :
leakage of sensitive user information and unauthorizedwtion of functions. Cvitic et 468] analysed

the security aspects for each layer of the loT architecture: the biggest security risk is at perception laye

of the 10T architecture due to the specific limitations of devices and the transmission technology used

at this layer, followed by the middleware layer based on cloud computing and inherited vulnerabilities

of the concept. Mahmud et g59] have stated that several loT security issues might be unnoticed or
poorly addressed by researchers, as this paradigm is nfiefiged. A key requiremendentified is

access control: to ensure that an authenticated loT node accesses only what it is authorized to.

In such complex IoT threat landscape developing monitoring mechanismsoatbétect security
anomalies (intentioned or accidental), privacy flaws and misbehaviour is not a trivial task.

The assessment of secuitystureof a complex system like a SIS is a dati@nsive activity{60] that

requires the collection and processing of data from many different, internal and external, sources (e.g.,
logs, network data captureyents etc.). Typically,monitoring needs$o collect and processata ina

large number oflifferent formatsprovided by a disparate set of sources using different data access
mechanisms.

Monitoring approaches usually adoptentDriven Architecturs (EDA) [61], which promote the
exchange of eventda a specialised publish/subscribe middlewarg., Apache Kafkfg2], RabbitMQ
[63]). This approach supports higbalability and flexibility The evenpush model uses unidirectional,
asynchronous, firandforget communication patterrtbat requirewell-defined message semantics
[64], asoppo®dto the SOA pull, synchronous model.

The most widely used tooler monitoringmalicious activity oisecuritypolicy violationsarelntrusion
Detection Systems (IDS)so known agtrusion Detectia and Prevention Systems (IDPS). Many IDS
solutions include or work together with a Security Information and Evamiagement (SIEM) system

to centrally collect and visualize detected violations and incidértsminent open source examples of
such solutions are OSSHG65], which s ahostbasedIDS capable of analysing system logs and
configuration changes and reporting anomalies, and OS$Bl, which is an IDS offeringog
managemenas well asasset management and discovery with information from dedicated security
controls and detection systems.

According toZbakh, M. et al[66] thatevaluatednultiple IDS architecture$or cloudbased systems,
differentiate two main approaches for monitored data analysis and detection component of the IDS:

1 Patternbased techniquesr signaturebased techniquesvhich consist in identifying threats by
comparisorwith a set of previously defined threat patterns. Even if theseniquesare highly
accurate, they are limited to known attack detection.

1 Behaviourbased techniquegr anomalybased detectigrwhich consist in identifying anomalies
(i.e., abnormal behaviour) bsomparisorof new behaviouwith a preconstructed model of normal
behaviourobtained by using machine learning methdastected anomalies maiange from point
anomaly (when a single data event deviates from dataset), contextual anomaly (when the data event
deviates from dataset in a known context) and collective anomaly (a collection of similar data events
behave anomalously with respect te thst of the dataset). The behavibased techniquesquire
pre-defined criteria to classify normal vs. suspicious behavidbe major advantage of thes
techniquess that they target the complex taskuoknownthreatdetection

Usually, the combinain of both approaches would be required in order to ensure an extensive while
accurate detection.

Other approaches rely anonitoringthe securitycontrolsspecified in SLAdn form of metrics over
security capabilities offered by the system. In this line, two major open source tools can be found as part
of the EUfunded research projects:

1 SPECS Mnitoring tool[67]: The SPECS project aims at delivering an open source framework
to offer Securityasa-Service The solution offerstechniques to systematically manage SLAs
life-cycleincludingautomatic negotiation, maoring and enforcement of SLAs between CSPs
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and SPECS platform based on security properties of cloud seriiess monitoring solution
is able to monitosecurty parameters specified in the SLA of a clchabed service expressed
in WS-Agreement format.

T MUSA Security Assurance Platforf8]: In MUSA the specification and enforcement of
security is also based on SLAs: the security properties are specified in the application SLA and
the monitoring and enforcement mechanismsadigned with themMUSA offers an open
source tool that includes a cloud Monitoring tool based on MMT tool by Montimage company
and an Enforcement tool based on external enforcement agents by Té&dmalMonitoring
tool is able to correlate informatiomdm probes deployed at network, system and application
levels.

Note that controls specified in the SLA can refer to any layer (network, device, edge, cloud, application)
and thatmonitoring of suchcontrols would require the correlation of informatiamrih multiple
distributed probes of different nature.

The planned support to security and privacy monitoring in ENACT is fully described in S@dtitn

2.3.2Enforcement

Enforcement or control of security and privacy behaviousI§ isa challenging objectivalsa The
main idea behind ENACT approach for enforcemetd sutomae as much as possible of the controls
to ensure secure behaviour and privacy respectful data protectiontaheumhe enforcement of the
security will patially be covered by theountermeasurespecifiedat desigrtime, providedthey are
actually deployed together with the system componéngldition tosuch preventive security controls,
reactive controls will also be required as pdithe reaction process when deviations or violations are
detected

A multitude ofapproaches for enforcement of security controls exigtusually theyocus on ensuring
specific security capabilities arb not rely on automation or orchestration of multiple controls at a
time. Furthermore, they usually latikks with a previousformal and tootbasedanalysis of risks and
well-defined risk control strategies at destgne [69].

With regards to automation solutioti&o majoropen sourcapproacheto cloud security mechanisms
orchestratiorcan be extracted from recent literature. Fittst, SPECSBroker [69] is able to deploy a

set of welldefined external security mechanisms on the basis of the operator decisions. Second, the
MUSA Enforcement mechanism within the MUSA Security Assurance Platf6éBh was built
following EDA architecture. The solution was developed by Tecnalia (partner in ENACTH)chindes

a set of security agents (IdM, access control, high availability) together with a MUSA Enforcement
Dashboarddr configuring the agents and managing the events sent by and to them.

Other cloud security solutions like the PRISMACLOWBptographic tool§7 1], which indude Secure
Object Storagén the cloud,Flexible Authentiation with Selective Disclosure, afzhta Privacyby

anonymization techniques, are still under work and they will not be released as t@dkdoatiesfor

useasthird party servicesnhancement.

The planned support to security and privacy enforcement or control in ENACT is fully described in
Section 6.1.2 to Section 6.1.5.

2.3.3Access Control

The academic and industrial statethe-arton 10T Access Contrdbr consideationwithin ENACT are
focused orprovidingaccess control with dynamic and adaptive capabilities, through cawexeness,
as well as with risk and trust as potential sources of context information.
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Dynamic access controlMahmud et al[72] have stated that several l@&ntric security issues might

be unnoticed or poorly addressed by the security researchers, as this paradigm iflexdgdallyet. A

key requirement they identified is access control: the act of ensuring that an authenticated IoT node
accesses only what it is authorized@witic et al.[73] analysed the security aspects for each layer of
the 10T architecture: the biggest security risk ihaperception layer of the loT architecture due to the
specific limitations of devices and the transmission technology used at this layer, followed by the
middleware layer based on cloud computing and inherited vulnerabilities of that concept. Faitét al.
have learned that cloud computing infrastructuresndb use dynamic access control, but static
traditional mechanisms, despite the highly dynamic nature of cloud computing capabilities. Farooq et
al. [75] confirmed that in the future, more security techniques (such as risk assessment) must be
explored in each architectural layer.

Context awarenessJagadamba et 4¥6] studied adaptive security schemes basezbatext Context

awareness enhances the effectivenesthefmechanismdby incorporating contextual data into a
decisionmaking process. This capability of taking grey decisions insteadblamficor-white is

particularly key in environments where perimeter security is not enough anymore, especially for cloud

and loT infrastructures. Habib et f17] have identified 3 types of context (physical, computing,-user

related), with 4 approaches (category, contaxéreness, context learning, context modelling).
Interestingly they identified active or passive context awareness (contextual changes aaicalitpm

di scovered or statically presented), as wel |l as
derived (computed on the go).

Risk-based access controDankar et al[78] learned that different risk classes are identified ahead of

time and each class is matched with a protection level. An access request to a resource undergoes
automated risk assessment andclasssified into one of the predefined classes accordingly. The
appropriate protection level is then applied to the requested data.

While analysing competing smart home frameworks, Fernandes[é®Jalefined this by considering

that device operations are inherently asymmetricwiise and a capability model needs to split such
operations into equivalence classes. An on/off operatiorfguagrlightbulb is less risky than the same
operation pair for an alarm. They proposed split
with the possibility to select the granularifrom therange of granularitiesbserved, noneasrisk-

based.

Fall et al.[74] learned that many researchers define a risk formula for a given user or object, but on an
insufficient set of paramets (e.g.focusing on requestor but not on the resource accessed). They
learned also that the main issue with #@skare access control is the cost of computation. The benefit is
that risk is evaluated for each access request, but this is costly iroferomsputation. Their proposition

does not solve the issue.

Privacy concerns Hiller et al.[80] put a focus on involving privacy in risk management, while
amalysing the NIST Privacy Framework. Privacy is an essential part of planning for cyber secure
systems, especially during crisis management, when privacy and personal integrity issues can be
overlooked. They expressed privacy risk as the product of théntike of a problematic data action

which maycause a negative individual impditr instanceappropriation, distortion, induced disclosure,
insecurity, surveillance, unanticipated revelation and unwarranted restriction on personal information)
and the impact of the problematic data action. They also confirmed that adaptive capability is a
cornerstone of resilient systems, and therefore contributes to resilience of privacy.

Contribution of trust . Jagadamba et .gl76] learned that conceptuallyrustis a parameter, used to
exchange information regarding the entities actions through belief and faith. Positive behaviours
increase the trust, and negatibehaviours decrease the trust upon the entity. Trust is classified into
proofs (certified informationi such as identity, property and authorizatissued by a certification
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authority or from other central controlled systems) amticators (possible &ctors collected from
various sources).

The ENACT Contexaware Access Control enabler will deal with these considerations, by providing
dynamic access control mechanisms for loT basembotext awareness anigk identification, in order

to control accss to personal data and then protect privacy. It will contribute to lsusnsuring
confidentiality in the data managed Bynart loT Systems, and by providisgcurity and privacy to
Operation phasein order to control the access of all the actéesdusers, services, devices,
administrators) to the operated data and resouseesSection 6.1.3 for further details.

2.4 Resilience in IoT systems

Theresilience of a systenmefers toits “"capacity to recover quickly from difficulties; toughn&$81]

For softwarebased systems, resilience is often definedras ‘ability of an app to recover from certain
types of failure and yet remain functional from ¢kistomer perspectiveg82]. Resilience is particularly
important for IoT systemisecause such systems are usually built with a large number of inexpensive or
even disposable devices, utilizing ad hoc networks, and facing complicated physical environments.
Therefore, I0T systems are often exposed to internal faiairbsth devices andahetwork, as well as
external perturbations such as cyattacksor physical interference.

Researchers seek the improvement of 10T resilience both at design timawamtirae.

At design time the system can be more resilient based on adesigned system architecture, which
considers the potential failuraad prepare for them with, for example, redundant devices or distributed
communications. In his PhD dissertati@&3], Kyle Benson reported his experience mprioving the
resilience level of two large scale loT projects by architectural design. In these two projects, he identifies
the main weak points as the device failures, the unstable network connections, and the incompetence of
lightweight communication ptocols, in particular, the MQTT protocol, includingmited
expressiveness amentralized broker architecture. Aiming at these types of failures, they propose an
loT resilience middleware, which exploits 1) the redundancy of devices to achietieffiahresilience,

2) the overlay peers, especially with the consideration of geographical properties of peers, to improve
network resilience, and 3) the decentralized brokerage architecture to improve the resilience of data
exchange.

Designing thearchiecture of aroT systemwith redundant devices is a common desigre strategy

to improve both resilience and performance. Similar work can be found in the domain of Wireless Sensor
Network (WSN)[84]. Public sensing is also considered as a recent trend to increase the architectural
resilience of loT systems. The main idea is to leverage mobile phones or other-germsé devices

to carry outthe sensing tasks, and to utilize the public communication network, such as LTE. The
rationale behind the approach is still redundancy (exploiting the large number of potential mobile users
as sensors), as well as to outsourcing the network resilienciemprad the public network?achube

[85] is representative approach in this direction. A relevant direction is Participatory Sensing Networks
(PSN), which entie the crowds to carry out sensing tasks. The participants may need to use their handy
devices, such as mobile phones, but may also use more subjective ways to collect data. The rationale is
still to achieve resilience by widening the sensing source. Taléenge here is how to motivate the
participants and guarantee the correctness of the data. Rewards and reputation systems are important
ways to achieve these features, such as the bavgagd mechanisms proposed by [8ig].

At run -time, the main idea behind the research on IoT resilience is to enable the dynamic adaptability
of primarily the devices and the network nodeghe loT systemfollowing a nonitor-analyse-repair

modéd. Oteafy et al[87] approach oDynamic Sensor Network targets the resitie inloT systemdy
introducing theadaptation capability to both the devices (The Dynamic Core Node) and the network
(the Wireless Dynamic Component). The authors formalize the behaviour of both components with a
resilience model (which defines what failure to handle and when to handlgahdra reaction model
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(how to fix the nodes). Focusing on the resilience of the netwolkdébT systems, a recent trend is

to utilize virtualization to decouple the hardware from the operational capacities, following the same
direction of Software Défied Networks. Wireless network virtualization techniques will be particularly
useful in loT, and a survey of useful techniques in this direction can be found in the journal of IEEE
communication survey$38]

As a summary, Delif89]identifies the following techniques as key future directions for loT resilience,
i.e., diversity, adaptation, correlation, causation and renewal. Among them, diversity is mainly effective
at design time, whereas the adaptation is mainly used dinman Correlation and causation are the
mechanisms to anay and plan what to do in caskfailures happen, and renewal is the actual reaction

to failures These mechanisms can be used both at design time andtameuDiversity is how the
natural systems remain resilient. Recently there are research attentions thwaligersity of software
systems Some representative directions and approa@redriefly introducel in the next section
However, in 10T system in particuldittle researcleffort has been speit this direction.

2.4.1Software Diversity

In both nature and society, diversity is a fact that different individuals coexist within a system, such as
an ecosystem or an organization. It is considered as a main reason why a system reheainf90si

In natural systems, two types of biodiversity are of the most interest to ecologists, i.e., gene diversity,
which means that within a speciesgerysingle individual is unique, as is coded ingene, and trophic

web (food web) diversity, which means that in a system with species connected via food chains, there
arespecies that can be alternative to each offfes.two types of diversities @related to each other.
Gene diversity increase the resilience of a species, against environmental changes or disphiges. T
web diversity makes an ecosystem resilient, even if one or more spgties or face a significant
decrease of its biorsaes.The two types of diversity are correlated to each otBbarone handgene
diversity within one species, amplified by the environment, may evolve into multiple alternative species
in the ecosystem. On the other hand, if a species is diversehetwoligndle environment changes, the
ecosystem may be more resilient even without strong trophic web diversity.

Both gene diversity and trophic web diversirginspiring software researchers, with slightly different
focuses.

In the software domain,ege diversitycorresponds téunctionally identical components with diverse

code. NVersion programming, or{\ersion design, is a loAgrmresearch topic and industry practice

in software engineering, with the focus on software secuxityersion designs defined as the

i ndependent generation of N O 2 functionally eqtl
[91]. This is usually done bydifferent development teams codirggparatelyunder the same
specificationThe main idea of N/ersion design remains the same after decades of evolution, but there

are still challenges to guarantee the true diversity among the N versions, from thetiverspproocess,
organization and even cultujf@2]. Recent approaches are also focused on the specific domains, such

as the multiple versions of firewal83]. One of the main drawback ofWMersion design is the cost: It

requires N times more regree to implement a feature. Automatic randomization is a researettioin

to address this issue. Static randomization takes the same source code or model as input and produces
multiple diverse programs. Forrest et al. defines the two major methods to randomize the compiling
result, i.e., randomly adding or deleting nardtion code, or reordering cof#]. Such randomization

at instructionset level is implemented by randomly mapping between artificial CPU instructions and
thereal oneg95]. In some execution environments, the "no operations"”, such as NOP in X86, can be
used to randomize the compiling resyfi§]. The main purpose of such randomization is to increase
security[97].

The trophic web diversitinspires software researchers in utilizing and managing the naturally existing
diversity of software components to achieve a diverse software architecture. In software industry, there
are different software solutions that guide similar functionalities, such as operating systems and
browsers, and more in general the large number efhef§helf components. In addition, software
components or solutions are often customizable or configuration, resulting in many diverse and
alternative software componentdiltune et al.[98]propose the Cactus mechanism that relies on fine
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grained customization of different componeatsl the adapti@n capabilites of these components to
achieve survivability, i.e., to tolerant the unpredicted evePaballeroet al.[99] utilizes the existing
diverse roter technologies to design the network topology with diverse routing infrastrucioteket

al. [100] exploits the fact the COTS (components off the shelf)database management and web
servers have very few common mode fakjil01], and designed the experiments witbb servers
made by diverse COTS. Tihesults show that the proper exploitation of nature diversity contributes to
intrusiontolerant systems.

In ENACT we will exploit the automatic generated software diversity to improve the resilience of loT
systens. The state of the art of software regile is focused on the reactive way of renewal of failed

node or system, and in most cases, the renewed components or subsystems are identical to the failed
ones, which are potentially exposed to the same threats. ENACT will improve this by proactively
providing diverse components or subsyssexm that failed parts can be renewed into a safer alternative.
Software diversity will in general increase the complexitysystemdevelopnent deploynentand
monitoiing. In ENACT, we meet this challenge by investiggton the automatic generation of diverse
components and architecture, and the integration of such automatic generation into the DevOps
processesSee Section 5.2 and Section 6.2 for further details.
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3 Analysis of Use casesequirements over WP4

The analysis of use cases carried out within WP1 produced a number of usage scenarios frahmewhere
requirements oENACT solution componentsere derived. Such analysis was complemented in WP4
with a dedicated questionnaire that inquired about different security and privacy aispectarified

the needs of the use caseserms of (personal) data protectiboth at restandin transfer In the
following sections we summarise the main aspacis threats that will impact the design of WP4
methods and the collection of formal requirements that will be used for evaluating the success of WP4
solutions.

3.1 Security and privacy aspects and threats in use cases

In the following tablethe security and privacy related elements of each of the use cases in BEACT
summarised

Table2. Security and privacy related aspeatsENACT use@ses.

UC1-ITS UC2- eHealth

Security & Privacy

UC3¢ Smart

aspect Building

Communication
Protocols

Sensors

Actuators

Personal data
Device Identification
mechanism

User ldentification
mechanism

Device Authentication
mechanism

6LowPan, Wifi, RFID,
ZigBee, and TCP/IP fc
GW.Cloud comm.

RFID tags,
accelerometer, RSSI
detectors, GNSS
receivers.

LEDS as alarms.

N/A
N/A

User name

SASL authentication
mechanismsnd
LDAP/SSO

Bluetooth 4, Serial
(over USB), MQTT an
REST over IP (Ethern
or WIFI)

Medical devices
(typically bluetooth).
Tracking devices.
Smartphones. Video
Cameras.
Environmental
Sensors.

Acoustic alarms.

Gateway Id

Device Id can be
MAC addresses (for
bluetooth), IMEI (for
mobile devices), or
UUIDs

User names (typically
email) or personal
national number.
Phone number in
some applications.
Protection on the
network to allow
connections only for
registered devices.
Device APIs only allov
post.

Z-Wave in the IoT
Smart Space and
Modbus TCP in
Building Control.
Temperature, smoke,
flood, energy
consumption, etc.

Fancoll, lightning,
alarms, etc.
Presence

Device Id

User name

Default in 2Wave and
Modbus
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SASL authentication
mechanismsnd
LDAP/SSO

User Authentication
mechanism

Device Access Contro N/A
mechanism
App Access Control
medanism

N/A

Roles for trust Developer, Deployer,
Monitoring Operator,

Business.

Depending on the
criticality of the
application:
user/passwd,
user/passwd + fixed
IP, National
Autentication
provided SAML 2.00
(BankID, MinlID,
etlhaaz Xo
Under development.

Depending on the
criticality of the
application:
user/paswd,
user/paswd + fixed IP,
National Autentication
provided SAML 2.00
(BanklD, MinlID,
etlaaz Xo
Yes, fine gained
permissions are
defined in the
platform. Each
application typically
defines its own roles.

User/paswd

Configuration of list of
devices linked to GW
User/paswd

No

With the aim to clariffhow ENACT can better support the security and privacy needs of the use cases,
theuse cas@roviders performed a preliminaanalyss of the main relevant securitireatsover their

SIS. To this aim, the weknown OWASP IoT Top 1{P6] risksclassification was usddr identifying

the major threats. WASP loT Top 10is an open projedhat since 2014collects the most common

risks in 10T systems. OWASP Top 10 2017 for web services and its equivalent for 10T systems have
become thale factosecurity standards for a basic analysis of risks.

In the following, we provide the conclusions of the preliminary analysis made onigttttifeats. Note
that these threatsay, to some extent vary when thee cases perform thisk assessmei the future
following methodology developed by ENACT in WPhe main reasaTfor potential variations strive
on the fact that the threat clagsition model used may not be the saand that use cases may have
alreadydeveloped or adopted countermeasures for the threats.

Threats in Use Case 1 Industrial Transport System:

1. Insecure Web Interface

The current access to the Gateways can be done througksaaoe scenario or a wired infrastructure.
The connection is done using SSL besides several authentication certificates.

The specification to add security capabilities to the data report faatitio is explained. The
connections between the different GWSs is done considering different types of scenario
I The connection between GWs and sensors is done in an On Track scenario that can be
considered unsecure and in an On Board scenario which ceitimtighysical protection. The
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connection in both cases limsed on MQTT, which can be considered secured as TLS and
different authentication methods, based on certifications, are implem&htrdfore, it can be
considered that the On Track scenario t@yotentially endangered as the environment is not
under total control.

9 The connection between the GWs and the Clsudonethrow an AMQP connector. The
connection is based on an AMQP server using LDAP and a SingleObigfor the
authentication issuesifly configurable by the system administrat®f)e scenario is controlled
currently as it is not possible to access to the certification if the GW MAC is not registered and
the SSL is not broken. The scenario, equal to the On Track scenario exposedsatmve)der
control, a security failure could be found in case of a device could be physically attacked and
the keys extracted. However, it can be considered that the securization can be covered except
for the mentioned threats

Summarizing, the scenasi@an be considered secured except for not secure scenarios that may infer in
a failure in the system. It is expected, into the ENACT context, that the Security and Privacy monitoring
would be able to track possible threats in this context to avoid. Plogss can be also considered for

the point 6 Insecure Mobile Interface.

2. Insufficient Authentication/Authorization

All the scenarios of the Rail Use Case are characterized by the following structure.

1 1.The sensors actuator are connected to the Thirmgdioator nodes, which are identified with
an ID besides its own MAC address (used to filter the devices that are connected to the GWSs).
The link between the sensors/actuators and the node is done in the Thing deplogment
additional sensors/actuatorggoined during the operatioriBhe communications between the
sensors/actuation and Thing nedes dependent of the WSN provider. Hence, the
communication restrictions may not be equal to the restrictions of thé G¥enunications,
including the encryptin.

All the Things and GWs have a physical MAC address managed by INDRA. It is also stated an ID for
the Gateway. The communications between these two entities is done using the MQTT protocol.
Therefore, TLS and authentication certificates can be usegttwesthese communications, as they are
available for MQTT Notethat Ethernet cable communications between the Things and the GWs is also
considered using rail standardized ports.

1 2. The Things are communicated with the GWs by MQTT. This protocadlid for safe
environments as it is stated in the On Board scenario. However, the On Track communications
may be a potential failure scenario, as not all the conditions are under control. AMQP is not
implement in this architecture segment as its requingsnexceed the nominal capabilities of
the Things. Hence, the encryption could be not cover possible attacks to this segment.

All the GWs hae a single MAC address managed by INDRA. The MAC address is used to filter the
GWs discovered. The communicatiortlveen the GWs is encrypted based on WPA2 and PEAP
certificates are used. The communication with the Cloud follows the same scheme.

1 3. The AMQP communication of this segment is more robust than the MQTT protocol.
Therefore, it can cover different attacks based on a stronger authentication protocols. However,
as the link between the GWS/Cloud may not be potentially safe, an intruder geiuld
authentication certifies and encryption keys, generating a failure in the system. It is possible
regenerating the certifies. However, the problem coeraain

Summarizing all the infrastructure is protected under authentication and TLS/SSL préfoeatser,
it is considered that attacks, through authentication capabilities, may happened.
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3. Insecure Network Services

Based on the explanation of the point 2, the GWs filter the MAC addresses of the devices, which are
connected to the GWSs. This means tiaintruders can be connected to the GWSs as a specific MAC is
required and TLS/SSL is needed to receive the authentication certificates. In case of being authenticated,
the LDAP certificates can be restarted by a third certification entity.

Due to the pulit AMQP ports are blocked, a GW cannot be substituted or an unauthorized Cloud
request cannot be admitted as the same certificates and SSL/TLS are required. Therefore, the GW would
not be affected by the DoS attacks in every interface.

However, the sceniais are not completely secured due to its nature. As it was explained in the points 2
and 3, the security highly depends on the scenarios and the protocols stack implemented on each of
them. A DoS attack to a GW can be real if the key @artifications ag obtained in a single machine

and the links to that GW disabled. Moreover, a Cloud DoS attack may generate a failure in the
certification system generating a failure in the entire system due to the authentication failure.

The WP4 toolswill be used in anycase to track possible failures into the Rail system that it is
implemented, to detect the mentioned attacks.

4. Lack of Transport Encryption

As it was explained in the points 2 and 3, different scenarios with different protocols, implemented based
on the n&ure of the scenario and the technology available, are implemented. Hence, different security
measurements are available on each of them, including the encryption.

The data encryption can be found in several layers of the system. The physical layepiibided
standards) have several encryption methods.

1 Allthe ZigBee devices support AES 128 latecryption Authentication capabilities can be also
enabledlt must be added that other several MAC access preventions are implemented.

1 All the GWs support WFi communications implementing WPA2 protection systems that
includes a 4vay handshake that manages the keys and AES encryption. It must be added that
other several MAC access preventions are implemented.

The data ontology also exploits CRC encryption bdji@s to ensure the integrity of the data. All the
MQTT headers are patisrough CRC methods and the payload is plssugh a single 32 CRC process
for no safety data and two 32 CRC processes in case of safety data as it is indicated in thetaihregul

The data encryption of each level is not unified; the chain does not ensure the integrity of the data as the
encryption is changed in the different stages, which can represent a failure.

The ZigBee protocol can implement encryption or not depenatinthe configuration that the WSN
provider states. This open WSN provider criterion generates a possible failure in the change if the data
is affected in the Thing level.

These threats, are identified in the encryption section to be tracked by the tools.

5. Poor Physical Security

The system is spread along a wide are in different locations following the rail mapping distribution.
These devices are generally desidto cover all possible scenarios.

Several of the infrastructure is physically secured. Thasescare for the centralized On Track systems

as the On Track GWs and the On Board systems. However, several On Track edge devices are exposed.
The mitigation measurements taken for these cases is the IP68 encapsulation design around these
devices. This mvents the physical degradation due to the environment and undesired intrusions.
However,in the ENACT project, it is expected from the Security and Privacy Monitoringddck

Public final version 1.0, 31/10/2018 24



ENACT
Trustworthiness mechanisms specification Deliverable # D4.1

usual traffic patterns or undesired instructions (logs) and theigolaf that part of the system is
expecedto be done byhe Security and Privacy Control in case of 1safe applications.

6. Insecure interfaces

The loT applicationsn the Rail Use Case, be they mobile or web applicatianili,need to include
securenterfaces and HMI

Threats in Use Case 2 eHealth:

The eHealth 10T system was designed from the very begirioilogving securityby-design, privacy
by-desigh and privacyby-defaultprinciples

As described irdeliverableD1.1 of ENACT, the medical Gtewayis in the coreof the architecture,
controlling the edge and devices in the 10T spawkproviding the connection to toleud(Tellu Cloud
platform).

1. Insecure web services and insecure network services.

Not applicableThe web servicegsed by the Gateway (Raspberry Pi) to Access the information of the
sensors andctuators in the environment applies encrypted BLE

The gateway is in charge of collecting the measurestfienrh the devices and transmitting them to the
backend. The gateway dlesigned to be powered and connected to the backend all the time. It is listening
for measurements coming from the devices it is paired Wit pairing process is made prior to system
deployment. The gateway not scanning for other Bluetooth devi@sl will not accept connections

from other devices. It is connected to the internet using an internal 4G modem

If the patient home is not covered with a compatible 4G signal, the gateway can be connected via WIFI
to the home network. In any cases, theegaly itself is behind a NAT and firewall to ensure that it is

not accepting any incoming connection from the internet. It communicates to the backend (ActiveMQ)
and connects to an administration VPN to be remotely administered. Over the VPN, the gatposgy/s e

an SSH server (on port 22) which allows to login using an administration private key. Logging in with
user and password is disabled.

2. Lack of transport encryption.

Not applicable All communications in the system are using the encryption modes in the protocols.
Therefore, confidentiality and integrity in communications is ensured.

The gateway uses BLE to collect measurement from the medical devices. During the paring of the device
with the gateway (which is done before the gateway is given to a patient), the device and gateway
generate and exchange an encryption key. This key is used to encrypt all the communications from the
gateway and devices in order to protect the data whiekcisanged. Moreoveall communication in

between the main nodes are encrypted using SSL

3. Insufficient Authentication of devices.

Not applicableEach gateway is authenticated with a username and password which gives it permission
to post data only in itspecific topic, i.e. one gateway cannot post in another gateway topic and cannot
retrieve and event from other gateways. This is important to make sure that even if one gateway is
compromised, its credentials do not give access to any other partsyftém.sThe gateway user name

is the gateway host name and each password is a randomly generated password. The Edge is
authenticated with a username and password and it has access to data coming from all gateways.

4. Insufficient Authentication of users.

Not applicable The authentication is done through national level 4 Authentication server (2 factor
authentication with BankID) in order to guarantee high level of security. Once loggkd user app
uses a token over HTTPS to access the TelluCloud API&.iitaese is only given access to its own set
of patiens (through the APIS).
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5. Privacy Concerns

Each nurse is only given access to its own set of patients. Patients permissions are setup so that they can
only access their own data over the API. Once theatateetrieved and pushed forward by the gateway

the measurements are deleted from the device. The system architecture and software are developed in
accordance to the GDPR and includes state of the art security features to ensure the protection of the

patient personal and medical data

6. Insecure interfaces.

The loT applications in eHealth, be they mobile or web applications, will need to include secure
interfaces and HMI.

7. Denial of Service.
The Gateway and the TelluCloud platform may suffer DoS attacks.

Threats in Use Case 3 Smart Building:
1. Insecure web services.

The web services used by the Gateway (Raspberry Pi) to Access the information of the sensors and
actuators in the environment-{Zave mostly)are usingREST API that needs to be securBumilarly,
for the PLC in the Smart Building, the services need to be sdcure

Currently, the Gateway is acsdde from such REST API and the security is only implemented in the
local network and through the Internet proxy thi@vents accessing the Gateway

Due to the fact thdah ENACT all communications in the Smart buildibgtween the Gateway and the
devices will gathroughthe SMOOL loT Platformit would be possible to deactivate such web services
except for the internal processes that run inside the Gateway.

2. Lack oftransportencryption.

Currently, none of the communications uses encrypted protddmsyireless ANave communication
betweentie Gateway and the devices is not encrypted and in general, evéfafeprotocol supports
encryption, this mode is not used.

The main reasons for not using encryptionhie Gatewyacommunication configuratioare

T Not all theZz-Wavedevices (sensorqd actuators) suppoencryption though some of them
support it and could be exploited.

1 The imitedrange of ZWave signalsvould imply a physical access to the netwaokbe able
to attack itZ-Wavedevices can communicate petotpoint up to a distance of about 30 meters.
Nevertheless, some sensors and actuators can act asreiyaakmittes with ability to hop
signals soeffective ranges of up to 180 meters are easily achieved.

1 Thez-Wavede\ces are usually used #mart building and home automatiapplications and
normally thelights or thermostat at home are not an attractarget for attackers

The communications between tAeC with thesensors and actuatare all cable communicatiotizat

use communicationbuses:KNX, Modbus, DALI, etc.Some of these protocols do have their own
security mechanisméor example in &NX network it is necessary twe programme individually the
devices so as to connect om@toer. In any case, in order to be able to read the transmission fhates
travel through the communication biisvould be necessary a physical connection by cable with the
bus.

The communication between the Gateway and PLC witlothepplicationss made through SMOOL
andTCP/IPcable connectian
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Initially, it is not envisaged theeed of encryjing communicationsHowever,an analysis of which are
the most sensitiveZ-Wave devices in terms of risks when their messageseaneesdropped or
intercepted could be mad&he communications for the most sensitive devices coukiMitehedto
encrypted modeThis way message injectiaitacks (e.g.attempts to modifghe sensedalue or the
actuation order) could be prevented.

3. Insufficient Authenticatiorof devices

Each ZWave network is identified by a Network ID or Home ID and each device is further identified
by a Node IDEvery time aZ-Wavedevice joins &-Wavenetwork aNode IDis assigned to it. There

is always a master device @& Pr i mar y . tnahe tSmartl bLildimgduse case the Gateway
(Raspberry Pi) and tHe s | alavieed would be th&ensors and actuators.

Nodes with different Home IDs cannot communicatéweich other, but they may have a similar Node
ID. This is because the two networks are isolated from each other.

On a single network (one Home ID) two nodes cannot have identical Node IDs. This means each node
can be individually addressed.

In generala pairingor endorsemergrocesdetween the Gateway and the devices is required just after
the deploymentDuring the pairing process the Gateway is open to accept any device that wants to join
the ZWave network and it assigna authorisedNode ID toit, which can be considered asecurity
limitation. The operator in charge of configuring the network through a physical button in the collector
activates the paring proceskhe duration of the process needs to be limited to the minimum so as
unwanted devices do ndtave the possibility t@in the network. The limit of 30 meters of distance to

the collector is also an additional security meashiter this, he Gateway reads atlput messages but

it only processes those coming from devicéh authorised Node IDs.

4. Insufficient Authenticatiomf users

Currently there is no interface for humans in the KUBIK Smart Building management system so there
iS no user authentication made. The loT applications used in the Smart Building fonduildi
management and user comfort would only authenticate the users by user name and password (1 factor

only).
5. Insecure interfaces

The 0T applicationgn the Smart Buildingbe they mobile or web applicationgill need to include
secure interfaces and HMI

6. Denial of Service

The web services of the Gatay and the PLC may suffer DoS attacBMOOL server could also be
target of DoS.

3.2 Requirements to security, privacy and resiliencéools in
ENACT

Together with the initial analysis of security and privacy aspects, the use cases identified a number of
requirements related tthe Trustworthinesssupport in ENACT.The rext table summarizesuch
ENACT requirements that are relevaor WP4 methods andools. In particular, the considered
requirements refer to the followiragpects(i) context aware access control, (i) software diversity of

IoT systems, and (iiiprivacy and security monitorirgnd contral

As it can be seen, in the eyes of the-aads in ENACT, all requirements are high or medium priority
and all medium priority ones are recommended or nice to have fedtoess. features will beddressd
duringthe project lifetime though the focus of WP4 work will &re addressingnigh and mandatory
requirements.
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Table3. Requirements for theT Trustworthiness support in ENACT

How to
ID Statement Sourcé Brief description Priority® | Need* Address in
WP4loT app
4. ENACT
DO4 Trustworthiness
Toolkit
4.1. Robustness &
DO4.1 Resilience Enabler
There is a need to allow for resetting th
DO4.11 Gateway recovery 5 Medlca! Gateway to factory default whe H M Diversifier
and factory reset something goes wrong, and then get th
GW operational after reset
The Medical Gateway should quickly
Handle Medical adiion to extensive and coninuous
DO4.1.2 Gateway failure 2 . o M R Diversifier
situations testing this, includes features for
handling the failure for example througlk
remote access in a safe mode.
In case a deployment of a new
DO4.13 Roll _back _ 5 configuration fails. The GW_shouId be H M Diversifier
configuration able to roll back to the previous
configuration and notify the Operator
4.2.RiskDriven
DO4.2.x Decision Support el
WPR2.
Enabler

2 Source- 1: ITS use case, 2: Digital Health use case; 3: Smart Building use case.
3 Priority - H: High; M: Medium, L: Low.
4 Need - M: Mandatory; R: Recommendation.
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4.3. Security and
DO4.3 Privacy Monitoring
and Control Enablet
DO43.1 Authentication Authentication procedures are applied 1 H M loT ap
treat every data packet.
Authentication A procedure to deal with invalid
DO4.3.2 . . authentication of the elements and use| H M 0T app
invalid :
must be designed.
The security measurements are not S&p
DO4.3.3 Security not variablé ity . : H M Monitoring
adapted if the system is running
Enabler
DO4.3.4 Authentication Sev'eral authentication levels would be M R loT app
levels designed.
S&P
D0O4.35 Attacks historical An historical of that would be created. M R Monitoring
Enabler
Things and On
DO4.3.6 Boarq.GWs The Ids of the system elements must b H M loTapp
identification checked.
management
The users must be authorised to acces
D0O4.3.7 Access security to the tool which manage the SW H M loTapp
updates.
TheMonitoring enabler awares the
Orchestation Orchestration of alerts related with a S&P
D0O4.3.8 shift in some of the elements H M Monitoring
Interface :
performance after processing the data Enabler
gathered.
Alarm thresholds The Trustworthiness Monitoring enable S&P
D04.3.10 ) . should enable the user to set the desirg H M Monitoring
configuration . .
thresholds to raise cybersecurity alarm: Enabler

SloT app a loT application (particular to the use case).
6sepa Security & Privacy.
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The Trustwethiness Moiitoring enabler
. should work togther with
D0O4.3.11 Security Trustworthiness Adaptation Enabler H M S&P Control
enforcement . . Enabler
whichhelps reacting to attacks or
incidents
. Secure data management across IoT e
Protectin of person ) CAAC, S&P
D0O4.3.12 " and cloud is severe as the system H M
sensitive data . - Control Enable
typically handle person sensitive data.
there is a need to do Retime
Monitoring and monitoring of a set of Medical Gatewa S&pP
D0O4.3.13 9 9¢ P 2y H M Monitoring
control and to receive proper notifications with
. T Enabler
useful information in case of errors.
Differentusers and roles should have
different level of access. Need support
for role based and user based access
DO4.3.14 | Access control control. It would also be interesting to H M CAAC
look at context aware authorisation (e.g
in an emergency the access may be
different than in normal operatio
Various kinds and levels of
authentication need to be supported
L both at the edge side and cloud side.
DO4.3.15 | Authentication Support for two factor authentication (o H M loT app
similar level) is mandatory for a set of
scenarios in the digital healtthomain
Secure
Confidentiality, integrity, and protocols,
D0O4.3.16 Secure_ d"’_“a authentication across 0T, edge and cld H M S&P
transmission . L
is needed. Monitoring
Enabler

7 CAACA Context Aware Access Control.
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Thetrustworthinessaspects of
N communication within digital hdth is
Communication S .
needto be significant for examplen order to not Secure
trustworthy in the miss any notifications or alarms, you protocaols,
D04.3.17 y In t should be always connesdl to support S&P
sense of reliability, L0 .
S . emergency situations when they occur, Monitoring
availability, integrity . : . .
. the integrity of data is severe andipacy Enabler
and privacy . .
need to be ensured as there is typically,
person sensitive data involved
o The system shouldontinuouslymonitor
Monitoring, ..
Diagnose system performance, suspicious behav, S&P
D0O4.3.18 |. gnoss and failures. The monitored data shoulg Monitoring
informationand S .
. . be analysed to provide informative and Enabler
failure detection . :
understandable diagnosis
Support for security across the 10T, edg Secure
. ; protocols, S&P
and cloud space from the medical devi( .
Fullendto-end Monitoring
D0O4.3.19 . through the gateway and all the way to
security . Enabler, S&P
the target stakeholders (e.g., hospitals, Control
Electronic patient journal etc.) is neede| Enaler, CAAC.
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In the last column of the table we have included a reference to how it is intended to address the
requirement fulfilment in ENACT. For some requirements the software components or modules that
will be developed in WP4 will address the issue (Diversifiecusity and privacy Monitoring Enabler,
ContextAware Access Control Enabler, etc.). See section 4 to understand how each of the madules fit
into ENACT Enablers.

In some cases, the requirement is very particular to the particular use case applicNAGmdwill

not address it by an external enabtays, it will be up to the 10T application itself to resolveFRor
example, ENACTfocus ismainly a authorisatiorand the solution will not includielentification and
authentication mechanisms as we relfttanloT application using a dedicated solution or any COTS or
as a Service solution from the plethora of Iderdityl Access Managnent(IAM) solutions available

in the market

The coverage of the WP1 requiremealb®vewill be tracked in WP4 to learn on the success of WP4
development. The future D4.2 and D4.3 will report on the status of the requirements caversige i
and final implementation of the mechanisms describeceiptasenD4.1
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4 10T Security, privacy and resiliencesupport
iIn ENACT

This section describes the planned work inAdEN to provide support to security, privacy aegilience
aspects of SISThe support includes mechanisms and tools at both development and opplaEes
of the DevOps cycleWhile Section 5 and Section detail the solutions that will be offered in
Developmentand Operation phases respectivelye firesent sectioprovides an overview ofhe
mechanismén the context of the overall ENACT solution atescribediow they relate to each other
and to other ENACT componeriffie remainder of this sectionsgructuredas follows. fist, Section
4.1 presens the overall architecture for security, privacy and resiliesapport in ENACT Second,
Section 4.2ntroduceghe security and privacy mechanismENACT. Finally, Section 4.3 describes
the diversity of IoT systems as resilience mechanism iIAEN

4.1 ENACT architecture for 0T Security, privacy and resilience

Trustworthiness in ENACT includesscurity, privacy andresilience aspects. Resilience is particularly
addressed by software diversity of the different elements of the 10T system.

In Figure 3it is describe how WP4 is planning to support these aspects in SIS. As it can be seen, WP4
will produce mechanisms and tools for both Development and Operations phases of the DevOps cycle.

At SIS developmentphase the focuswill be on designstep where security, privacy and resilience
requirements will be analysed and specified together with other requirements of the SIS. The idea is that
these three aspectre not an afterthought but considered from thevery beginning of the
development processTo this end, the developmentll include two major steps:

1 Security, privacy and diversity (resilience) requirements specificatioiENACT we have
opted for definingsecurity, privacy and diversity (resilience) requiremeattthe level of system
model When elaborating tharchitectural model of the Sl@escribing its components and
relationshipsi.e, the SIS modelthe security and privacy experts andlgsis would need to
intervene in the process as part of the development team and collaborate in the definition of
required security measures at differeryela of the system, data protection and access control
mechanisms, data anonymization mechanishan{i required), etcThe SIS model in ENACT
is envisaged to be described in GeneSIS language as explained before.

9 Security and privacy controls specificatighrisk assessment procesidl be carried out (WP2)
to derive the major risks of the system apecify the risk profile including the security and
privacy countermeasures (controls) necessary in the system to minimise thehéskentrols
will need to be selected by the development team on the basis of risk minimisation by
matchmaking of securitgnd privacy requirements with available controls at the different layers
of the SIS (network, device, edge, cloud, application). As this is driviad process, ENACT
intends to simplify it as much as possible and rely on existing andka@in securi
knowledge (threats, vulnerabilities, controls) catalogues such as that of MUSA (for cloud
security threats and controls), NIST (security and privacy controls), CSA (cloud controls), etc.

At SIS operation phase the focuswill be to ensurethat SIS security and privacy requirements are met
by continuousmonitoring of defined security and privacy controls. This way, prompt reaction to
detected incidents will be possible and risks over the SIS will be under control. Operatppwt su
includes:

1 Security and privacy controtaonitoring The monitoring and analytics tool within the Security
and Privacy Monitoring and Control Enabler will be in charge of detecting any potedciti@nt
and attacland raise notifications to the lopglications

1 Reaction or adaptation to detected incidefitisree major tools will be delivered
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0 Robustness andesilience Enabler or Diversifier tool. In charge of collaborating with
ENACT Orchestration and deployment engine to make surdliffexent software
variantsin the SIS elementsre deployed when needed.

0 The Contexiaware Access Control (CAAC) tool will also be part of the Security and
Privacy Monitoring and Control Enabler and will be responsible for IoT tailored and
context baseduthorisation mechanism as explained below.

o0 The Security and Privacy adapter tool within the Security and Privacy Monitoring and
Control Enabler will be responsible for activating security and privacy controls in
different elements of the SIS (loT platfor@AAC, configurationof devices etc.).

DEVELOPMENT OPERATIONS
: : Monitoring &
Security, privac
51S model o A, .
Diversity Reqs analytics
specs
Trustworthiness control

Risk Profile Security, privacy
Controls specs

Figure 31 Security, Privacy and Resilience support in ENACT

In the following FHgure 4 we depict the planned WP4 tools (in blue) and their relationship with other
operationatools in the ENACT solution.

— Online Learning
Monitoring & analytics (S i? _______________________________ /
ST Trustworthiness control
i Context
l\
! Root cause . grmmmmmmmemssmssesssaoonn oo S I —
| analysis | ! . .
| F Orchestration & deployment engine

Test, simulation, &

Running system .
| emulation
|

Figure 47 ENACT Security, Privacy and Resilience tools in Operation

As shown in Figure 2, WP#ustworthiness adapters or contraldl interface with both the line
learningenabler(seedeliverable D3.1 for more information on this enabdenjithe orchestratioangine
within the GeneSIS framework (see deliverable D2.1 for more informatiathisrenabler) The WP4
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controk will interface withthe Online learningenablerfor improving security and privacy control
efficiency, whereasthey will interface with the orchestration engine d@ploymentof both software
variantsand security mechanisndahen they are requirgd

The Security and Privacy monitoring tdyt WP4will continuously oversee the running SIS and detect

any misbehaviour and flaw related to privacy and security of the system elements and communications.
It is envisaged thathe tool will work quite independently from other performance andtexdn
monitoring toolsof ENACT becauset will offer its own visualisation notification and analytics
modules.

4.2 10T Security and Privacy mechanismsn ENACT

This sectionntroduceghe security and privacy mechanisimigially identified to be offered by ENACT
solution While the first two mechanisms are part of the loT network and application layers, the last
threemechanisms will be part of tHeecurity and Privacy Monitoring and Control Enabler, and are
described irSection 6.1.

4.2.11oT Communications Security

As it was explained in the use case analysis section, the use cases in BEIRAGNg diverse wireless
protocolsfor communicatiorwith things. In some casesuch protocols do have encrigst modes that
currently are being used alreadiy some other cases, even if the encryption neoxdssit is notused

by the use cas&/e recommentheuseof encryption whenever performance requirements allow it.

At upper layers, HTTPS protocol will be usaldvays

The support of ENACT for communication encryption will be at the level of d&teaf encryption
mode only Warningnoatification will be issued when encryption is not used

4.2.210T IdM and auth entication

Even if identification and authentication of both users and nodes (things, edgaeftmylamentafor
trustworthy loT systems, the focus of ENACT project willdreauthorisation. ENACT use cases will
rely on existing Identi€ation Management (IdM) modules and Identity provid&taus authorisation
supportof ENACT will offer an innovative access control mechanism which includes GAOthased
authentication.

4.2.310T Context-aware AccessControl

The objective bthe Contextaware Access ContrgICAAC) is to provide mechanisms for controlling

the security, privacy and trustworthiness behaviour of smart IoT systems. A spegifiasiswill be

made onconfidentiality and integrity of data and services. This includes reaction models and
mechanisms that address the adaptation and recovery of the loT application operation on the basis of
the application context, in order to deliver dynamic authorizatased on context for both IT and OT
(operational technologies) domains.

The Contextaware Access Controlill provide Contextaware risk & trusbased dynamic
authorization mechanisms, through IAM gateway for loT that includes neggneration authorization
mechanisms.

The aim is to ensure that an authenticated 10T node accesses only what it is authorized to.

Access authorizations will be adapted according to contextual inform@ooextmay be for instance

the date and time an axs authorization is requested, or the geolocation of this request; it may be also
composed of a set of information about the status of the underlying infrastructure, the physical system
status, SIEM alerts, for example to make certain information momynadailable in the case when an
alarm has been triggered.
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By assessing the applicability of OAuth 2.0, @entextaware Access Contralill leverage it as a key
protocol for interoperability. Research will addressblemsof addingdynamicity to the authorization
decisions it produces even if OAuth 2.0 is not meant for that, while still a cornerstone scheme for access
control. This dynamic capability will be in charge of evaluating contextual information and insert them
in authorizéion decisions.

4.2.410T Platform Security

In 10T environments, one of the most interesting approaches to ensure secure behaviour of the system
is to embed security features such as access control, encryption capabilities, etc. into the 10T Platform
that captues the sensors @aand acts agsgateway to actuars.

As SOFIA is the 10T platform used in two of the ENACT use cabesapproach would mean to have
built-in features that enable the platform implement some of the required security and privacg.control

According to theprojectuse casemplementation(see deliverable D5.bf ENACT), two different
versions of SOFIA will be used in ENACBOFIA 2.0(owned by INDRA partner of ENACTpr ITS
use caséed by INDRAand SMOOL (open source) for Smart Buildilegl by TECNALIA. Both are
semanticmiddleware platform®riginated from the sameEU fundedresearch projecBOFIA. Both
platforms areimplemented under the publish/subscrib@odel that seds interoperability of
heterogeneous devices through the definition of:

T an open APl and middleware services based on existing standards that provides a
communication backone for smart applications,

1 a common and extensible data model for smart spacesnhales interoperability among
vendors at application (semantic) level and

1 a set of design and development support tools that drastically reduces the development time of
smart valueadded applications.

As described if102], similarly to SMOOL, SOFIA relieson two main components:

1 Knowledge Processors (KBjatare the end points of the smart applicatidiese components
implement thdogic of the applications and produce/consume data to fulfil their tasks.

1 Semantic Information Broker (SIBhat enableshaing ontologybased semantic information
between KPs and acts ast@way that controls whether a message should be transmittieel by
TCP/IP stack, Bluetooth, or any other communication technology/network.

Thus ading security features to SOFIA woutttanadaptation othese components make it possible
to considersecurity aspestin the communication between KPs.

4.2.510T Security and Privacy Assurance

lIoT Security and Privacgssurancerefers to the assessment of secure and GDPR compliant behaviour
of the SISSuchassessment involvéisemonitoring of thesecurity and privacigehaviour and detection

of deviations as well aghe reaction to the deviation by meansoforcementof some security and
privacy mechanisms that make the SIS recover the secure or privacy respectful behaviour.

ENACT will provide both monitoring and enforcement (control) functionalities inSeeurityand
Privacy Monitoring and Control Enabler. The Enabler is explained in Section 6 and involves a number
of tools that all together will support the continuous esste of the security and privacy requirements
expressed at the SIS design.

Thus, the enforcement wouldnclude an activation of or a recommendation to use some of the
mechanisms above, depending on the case. The enforcement will be aedterhahever possible,
though this is not alwayachievabledue to the nature of the privacy or security mechanism, which are

Public final version 1.0, 31/10/2018 36



ENACT
Trustworthiness mechanisms specification Deliverable # D4.1

usually very interleaved with the application, communication or device at $takenotan aim of
ENACT to develop novaednonymization technique$herefore whenever the loT applications do need
such obfuscation and anonymization mechanismsamerecommenthg the use of existing and
preferably open source mechanisms such as the ones offefeRIBIACLOUD [68], ESCUDO
CLOUD [103] and CLARUS[104] projects

4.3 1oT Diversity mechanisms

ENACT aims at improving the resilience of smart loT systems by promoting the software diversity of
these systems. Wieok to 10T software diversity from two different perspectives, icamponent
diversity andarchitectue diversity.

4.3.1Component diversity of IoT systems

Component diversity indicates hoeomponent instancediffer from each other. Iresembles the

concept of gene diversity in biological systems. In a bio ecosystem, almost no two individuadstye ex

the same in the gene level, even if they are from the same species. Such gene diversity ensures the
resilience of species, since a particular external perturbation, such as an environment change and an
infectious diseaséds difficult to kill all the individuals and thus extinguish the specigsthe loT
ecosystem, for the sake of simplicity and maintainability, it is a common practice that the same
component is deployed many times in different systems, which causes a large number of identical
conmponent instances running in a big ecosystem. This will in turn magniffdet of perturbations,

such as external attack, unexpected user load, or the exposure of software defects.

To improve the resilience of 10T systems, ENACT will investigate theraatic injection of diversity

into loT software components. From the same behaviour specification (the ThingML model) of a
software component, the ENACT component diversifier will generate different versions of the
component implementation, which are aiive to each other from the behaviour point of view.

As the first step, the ENACT component diversifier will focus on the communication part of loT
components. The difference of the generated component implementations are the communication
protocols. h particular, the generated versions provide the same data to the external world, but via
different APIs, including the different orders of parameters, the insertion of additional (unused
parameters), or the different types of particular parameters. Téetiobe of such diversification is to
prevent the potential adversary from cracking all the component instances by learning the behaviour of
one instance.

Component diversity will generally increase the complexity of software development, deployment and
monitoring. In ENACT, weacklesuch complexity by completely relying on the automatic generation
and deployment of variant versions of the components. dicpkar, all the variant components are
generated automatically, and developers only need to configure the variation Fuititesrmorethe
generated components are deployed by the same engine as the original components.

4.3.2Architecture diversity of IoT systems

The architecture diversity indicates how a local loT sysiemlifferent from the other functionally
identical systems. A local loT systems means a functionallycealiained system, composed by
devices, gateways and the software components rummmnipem, and is usually used for a single
customersuch as a person, a family or a company. A commercial 10T vendor usually provides an loT
solution, which is deployed asultiple copies to their customers. In such cases, each of these copies is
a localloT systemand all these local 0T systems, both the deployed ones and the potential ones, form
a big loT ecosystem provided by the vendor.

The architecture diversity resembles the diversitg ibphic web in bio ecosystems. A trophic web is
natural syeem composed by a number of species connected by energy transferring. One species in the
trophic web is fed by some species, and on the same time provide energy to some other species. In a
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resilient trophic web, each niche is occupied by multiple altemmapecies. In other words, each species

can live on several other species, and also can be eaten by multiple species. With such diversity, or
complexity, if the environmental changes affect the functionally of one species (which means that the
biomass othe species are scientifically reduced), the whole system can dynamicallyt@dapéw
balance, with some relevant species changing their food structure by consumiadf@noative species.

An loT system is also an ecosystem, composed by haedaweh as devices and gateways, and software,
including platforms, libraries and applications. Each functional niche in the ecosystem, such as
temperature measurement, data storage, etc., can be potentially occupied by alternative components.
Such compona& diversityeithermay come autonomously from the markethegenerated based on
diversity injection.TheloT system selesta component for each niche, and these selections are usually
called a configuration of the system. A resilient 10T syssbuld support a wider configuration space,

and is able to switch from one configuration to another atim@ when a perturbation breaks the
functionally of an inuse component. However, for the sake of simplicity and maintainability, an IoT
vendor often choose to support a very limited configuration space, sometimes only one "default"
configuration for all heir customers.

ENACT improves the architecture diversity of IoT systems by enlarging the configuration space of loT
systems. At development time, the ENACT architecture diversifier automatically generate new
configurations of the loT system, by attemptiiternative components. The generated configurations

will be included into the continuously integration pipeline for thorough testing, in order to validate the
functionality and the quality of the configurations. At+#time, the ENACT architecture divafier will

provide the generated configurations as the input to the adaptation engine, so that the latter can adapt
the system into an alternative configuration when the current one is not working as expected.

The ENACT architecture diversifier will focus the generation of configuration files that are specified

in particular format. As the first stefhe diversifier will start from two configuration formats, i.e.,
Docker and Ansible. Docker allows the deployment of the entire software stack irtteahisnage, so

that instantiate the identical stack in different resources, either on cloud resources or on local devices.
Ansible allows the fingrained command execution to install and configure such software stacks, either
in a container on directlgn the operation systems of the target devices. Both configuration formats
support the composition of existing pieces. ENACT diversifier will utilize the existing and well tested
pieces to generate the ad hoc compositions.
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5 Designsupport to lIoT systemSecurity,
Privacy and Resilience

This section describes the methods and mechanisms that will be offered by ENACT as-lsgcurity
design privacy-by-design andresilienceby-design techniques to be adopted in IoT system
development

The ENACT support to security and privacy at design time is focused)omechanisms for the
specification of both the requirements of th& system components with respect to these two aspects,
and ii) mechanisms for the specificatiortlté necessary controlsXernal or internal to the 10T system)
that ensure the requirements are riée approactsproposed foprivacy requirement@and controls
specification ar¢ghe same as those sécurityrequirementsnd controlspecificationwhich easies the
engineeringof the 10T systendue to both aspects aseldressed similarly in the DevOps process
Therefore, the Section 5ptovides the description tifie mechanisms proposed for secubijydesign

and privacyby-designtogether. Finally, Section 5@escribeghe diversity mechanisms that will be
developed for resilieneby-design techniques.

5.1 loT Security-by-designand Privacy-by-designmechanisms

In order to improve the coherence and efficiency of data protqmteventive and reactiveeasures in

IoT systems,security and privacy aspects of the loT system need to be addressed from the very
beginning and not left as an afterthoudhtthe following we describe how ENACT intends to support
developerdn the task of specifying at design time the security and gyivaquirements of the loT
system under construction (Section 5.1.1) and the security and privacy controls that need to be included
in the system (Section 5.1.2) to ensure such requirements are actually fulfilled.

5.1.110T Security and Privacy requirements spedication

The initial mechanism of ENACT for securby-design and privachy-design is that security
requirements of the systefsuch as authentication requirements, access control mechanism to use by
different elements, encryption mode to use inabmmunication protocol between system elements,
etc) will be defined at the system architecture model on top of the component relationships and
deployment model.

As explained in the state of the art section, ENACT support to security and privacy reqtéreme
specification will adopt MUSA project extensions to CloudBtl], which will be further enhanced and
tailored to fit IoT needs. This way, together with thef@enance and functional requirements of the
system, th&eneSISnodel would be able to express security features required and offered by the system
in form of controls.

5.1.210T Security and Privacy controlsspecification

The specification of security and privacy controls to use by the IoT system shall be the result of a
previous risk assessment process which identifies the threats over the system and the desired
countermeasures of treatments to minimise the risks. Satheets at technology level are the controls

to include in the SIS, which should be specified as earlier as possible, as often they are software
mechanisms that need to be deployed or configured at deployment time.

Therefore, ENACT will try to build on f of MUSA risk assessment methodolody5] in order to

derive the needed controls which would need to be exgiigsapplication design models. With respect

to controls specification in the architectural model, ENA®INl adopt and tailor to SI$he MUSA

extensionso CloudML languaggs0]. The MUSA innovations t€loudML (within CAMEL languagé

included the enhanced component security behaviour characterizsticesto address concepts
required to support both composition of compone!l
risk analysisMore concretelythey are the following:
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1 Classification of components by their natur&his allowsto describevhat type of service the
component is offering (Web, Storage, IDM or Firewall) and hlesvservice is integrated into
the overall applicatiofinternal component, COST or external security agent).

9 Security Controls information that properly supports Security Control Framework families
This allowsto specifywhich security capabilities are required and provided by each-choiidl
application component. The security capabilities are defined in the model by selecting and
grouping the security controls part of the capability.

5.2 loT Diversity -by-design mechanisms

The ENACT diversifier uses one system as input and produces muétrgaats of the system. At design

time, developers control the diversifier by defining the entire space for diversification and the expected
diversity they want to achieve. The former determines in theory how many variants exist for the current
system andhe latter indicates what and how many variants the developers expect to obtain.

Following this principle, the input of the architecture diversifier at design time are the following:

1 The specification of the current system architectlifee specificatio should be executable,
which means we can obtain a runnable system by deploying and configuring software and
resources according to the specification. In the first step, the diversifier will target at supporting
the ENACT deployment and orchestration laage,.e., the GeneSIS models well as one or
two mainstream deployment formats, such as Docker specification and Ansible.

1 An abstract variability model, with the following contents: 1) a definition about the types of
components in the system togethethwthe relationship of these types; 2) a set of fixed
component instances and the fixed relations among;tBemdditional constraints on what
component instances are allowed as well as the relations betweeratited) a repository of
alternative types of components.

1 A quote N about how many variants are expected.

From these inputs, the diversifier will automatically generate N different specifications, in the same
format as the first input. The output spedfions are also executable, which means that using the same
engine, we can automatically obtain N different runnable systems.

The component diversifier with a focus on the communication will take as input the:

1 A specification of the communication protdctn ENACT, we will focus on the support of
ThingML as the language for protocol modelling. The model will specify the state transition
following the communication events, and the parameters used by the events.

1 A number N about how many variants are expec

The output of the communication diversifier is a set of N different protocol models with different event
definition in terms of parameters. From these models, we can use ThingML compiler to generate N
different implementations of the protocols whigk @lentical to each other from the behaviour point of
view. It is worth noting that for the component diversifier, we don't need a sample implementation as
input, as such an implementation can be automatically generated from the sample ThingML model.

Diversity metricawill be providedto quantify how the generated artefacts are different from each other,

so that developers can have an intuitive view of diversity generation. For architecture diversity, a
potential metrics is the Shannon éxdhat is widely used in Information Theory and Ecology to measure

the system diversity. Shannon Index reveals both the number of different types of components (species)
appeared in the system, and the balance of distribution for the number of instadieekials) among

these types. For component diversitygfocuswill be on measuring the distances between the generated
protocols.
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6 Operation support to loT systemSecurity,
Privacy and Resilience

This sectiondescribe the sipportintended to be offered by ENACID loT system operatiowith
respect to ensuring a secure, resilient and privasgectful behaviouThe support includes tools to
both continuously monitor the trustworthiness level of the system and detect any posklblgs, and
to promptlyreact to detected problems.

While monitoring suppomvill be offered by theso-calledSecurity and Privacy Monitoring and Control
Enabler, resilience support will be provided by tiRobustness and resilience Enablalso named
Diversifier. In the following,Section 6.1 athSection 6.2 describe both enablerspectively

6.1 Security and Privacy Monitoring and Control Enabler

The smart preventive security mechanismsENACT will include the continuous monitoring of (i)
securitymetrics and (ii) the context with the objective darly identify anomalies and attacks and
promptlytrigger reactive security measurdfie measuring of security metrics and privacy metrics is
covered in ENACT by the Security and Privacy Monitoring andt@bEnabler in WP4. (Note that the
context monitoring will be the focus d@ontext Monitoring and Actuation Conflict Management
Enablerin WP3.)

In Figure 5 the main functional components envisaged for the Security and Privacy Monitoring and

Control Enableare depictedThese are:

i Data collector devoted to acquing the data from the information sources by means of

distributed probes deployed in the different layers of the SIS. The data collected will range from

network traffic packages ttevice and edge logs that will be stored in a Raw data repository.

1 Data preprocessor Usually it would be necessary ttassify data, unify data formats, and

normalise data. The process would usually involve adding required metadata (e.g., semantic

tags)and performing some additional operation (e.g., filtering).

1 SIEM (Securityinformation and Event Bhagement This component is responsible for the
specific detectionprocessing It performs thaeakttime analysisbased on correlation gfre
processedchawork traffic data as well akbgs andsecurity alerts generated logvices and
applicationdgn the system. The SIEMcludesfirst line root-cause analysis featurand is able
to generatalerts if analysisndicatesa potential securitgr privacyissue The SIEM offers an

easyto-use and friendly visualisation tool to SIS operators so as full situational awareness is

possible.

1 Reaction manageiThe reaction manager is in charge of analysing the detected insaast
to decidethe best reaction stratetp recover to a secure or priva@spectful status in the SIS.

The manager will rely on existing pdefined reaction models and rules. In cases when reaction

automation is possiblehis module will call other ENACT tool® enforce specificontrols
that keep information secure, e.cactivate the Contexdware Access Control, request a
deployment of a patched software version in a specific component, etc.
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Figure 57 ENACT Security & Privacy Monitoring Enabler

6.1.1Monitoring mechanisms

The Security and Privacy monitoring toaill provide mechanisms to monitor etolend the security,

privacy of a smart IoT system, with a tf@d purpose:

I To detect malicious activity and identify attacks as early as possible by combining multiple
information from the different layers and controls in the SIS.

1 Tocheck the effectiveness of the security and privacy mechaniseust runtime, enabling
themechanisms to be used in a eeffective way, and speeding up the process of demonstrating

compliance wih relevant data protection standards.

The goal in ENACT will beo support the use of contingency plans to provide continuous protection.
To this aim, ve will leverage open source solutions, particularly for network and system levels
monitoring, while new innovative solutions will be developed for the application level security and

privacy assessment.
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Monitoring can determine whether the necessary giotecarecorrectlyin force in the l1oT system

once it has been deployed. These techniques will include monitoring system components to check that
classical security controls such as authentication, authorization and encrypediectreely used and

alo monitoring access to data to det etcitmepdtxzadl rail
and GDPR compliance monitoring.

The most challenging task will be igtentify new threatsr zereday vulnerabilities by correlating data

from distribied sources and probes at the network, application, cloud and IoT environmerifdevel.

this aim ENACT will rely on mechanisms for the continuous monitoring of all network activity,
application usage, users and threats in order to detect anomaliegestsl that may be the symptoms

of new cyberattackdnnovative attack pattern extraction techniquesy be requiredby correlating

events to identify hidden attack patterns and trends. The main challenges of the correlation strive in the
variety andamourn of data and logs from devices and elements in 10T syagemell as in the large
heterogeneity among them.

A set of relevant metrics will be defined and notifications will be raised when the monitored metrics
deviated from the normal (risk under conttmdhaviour Theenabler will include mechanisms and tools

to support the user data awareness and control in form of intelligent notification able to provide insights
on what isactuallythe security issue in the 10T environment.

6.1.2Reaction mechanisms

The Reaction manager will be able to decide the most appropeattion measures to recover from the
detected inciderandtherefore, it will need to be able dochestrate a number of possit#actionsThe

reaction measures include the activation of security and privacy (data protection) controls and the
invocation of other ENACT tools fasther types oadaptatione.g, for diversity purposes

The DevOpsapproach enables to deploy features into petdn quickly and to detect and correct
problems when they occur, without disrupting other services, thanks to its continuous integration,
continuous testing and continuous deployment philosophy and accompanying tools.

It is often believed that current B®ps already include security concerns in the workflow but reality
shows that security is often overlooked with the rush to bring the product out in the [hafet
ENACT promotes to include security experts and team members in the development and operation of
applications that later on will be deployed. Curf@avOps ignore on one hand the inclusion of security
experts as a part of the stable development apibgment team, and on the other hand, available
DevOps focus on continuous testing, continuous integration and continuous testing overlooking security
patterns and mechanisifi06], such as the ones to be develope@EMACT. To successfully hook
security and privacy aspecisto classic DevOps development processes, the key is to add threat
identification, riskassessmenandmonitoringas early as necessary/possibleERACT intends to do,

SO as reaction measures can be decided and enforced as soon as possible.

6.1.3Context-Aware Access Control mechanisms

The Contextaware Access Control towlith the Security ath Privacy Monitoring and Control Enabler

will provide an Authorization mechanism that will issue access tokens to the connected objects after
successfully authenticating their owner and obtaining authorization. This Authorization mechanism will
use the OAth2 protocol, which provides authorization delegation mechanism. Following this protocol,
an object will be able to access a backend API by using an access token contaliihgftheopes and
claimsthat an authenticated user has consented for théstaigj access. AAccess token contains an
authentication proof and the list of consented scopes and claims to access the asked resource.

This Authorization mechanism may be coupled with contextual information to adapt the access
authorizations accordingp them (for example to make certain information more widely available in
some urgent case).
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The Contextaware Access Control tool will provide access tokens that allow a Reverse Proxy working
as an AP| Gateway to control the access to applications arsd At scopes and claims contained in
the access tokens are used to restrict accesses to the backend server APIs to a conseesedses of

The Authorization mechanism could be coupled to a Aewgl, multifactor Authentication Server that

provides strong authentications mechanisms to the users. This mechaniigates the level of

aut hentication required depending on the wuserds
is computed either statically, depending on a defined configayadrodynamically by using a REST

API to dialog with an external decision engine. The transmitted input is the session context. Depending

on the evaluated risk of the userodés sess,ompn, t he
if the risk is too high, the connection will be refused

These features may be architectlas shown in thglobal schemaf Figure 6.
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Figure 67 ENACT Context-Aware AC architecture

Description of theContext-aware Access Controlmechanisms:

When a connected objeless to sendnformation to a backend servengetaccess to the data managed
by the backend server must be controlled to ensure that the conoejgtetthandles only the data of
the person whowns it, and to ensure that only autized persons will consult this informatiorhis is
ensured by the following mechanisms:

- When initialized, the connected object asks for an authorization to the Authorization Server,
with a list of scopes (i.einformation managed by this device) it wants to access on the backend
server. The Authorization Server provides it with an authorization code.

- Thisauthorization codes transmitted to the device owner.

- The user (owner of the device) authenticates fmnAuthentication server) and enters the
authorization code which identifies the device. Then he accepts or declines the scopes requested
by the device. The Authorization server establishes a link between the device and the user, and
emits an access tokémthe device.

- The device is then ready to emit data to the backend server in a controlled way, by addressing
the Reverse Proxy (APl Gateway) with the obtained access token.

- The Reverse Proxy asks the Authorization server for the token verificatiordento use the
consented scopes to restrict accesses to the backend server APIs.
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- The user accesses the data produced by the connected object also in a controlled way through

the reverse proxy.

6.1.4Security and Privacy adaptation mechanismsn loT

platform

ThelTS and Smart building use case€£NACT both us&SOFIAbased 10T platforméSOFIA 2.0and
SMOOL platforms, respectivelyBased on the communication protocols that SOfdA managet is
possible tdnclude monitoring and reaction (notification) mechaniémanalysing the security on the
communications among the things and the IoT platform for detecting security vulnerabilities and

anomalies.

In ENACT a set of gcurity capabilities for SOFIfAave been designed and are currebiyng
developedMore concretelya KP-clientfor Securityin SMOOL s under developmenBuch KRclient
will act as proxybetween KPs and allowrocessinglifferent data and metadata sentKis (e.g.
sensork Together with this Security kBlient, SMOOL server will also need to be extended in order
to effectively enforce the controls.

For example, as shown in next figuitds possibé toadd a check of timestamp validity before allowing
communications between KPs. Other possible controls in the data sent by a KP can include specific
allowed vendoronly reattime datacheck of existence ahandatory fieldsn the message, etc.

workspaceENACT - ENACTSecurity/src/ENACTSecurity/logic/ConsumerMain.java - Eclipse Platform

o (@ v s SRR I HAN Rit~-O-E-QA- O 4~
| WA
¥ = Bl v oG v QuickAccess | i| B B [@
[ Package Exp 2 % Navigator = B  [J] ConsumerMain.java &2 = 0
B S - 38 TemperatureSensor sensor = (TemperatureSensor) concept;
= 39
» 82 ENACTConsumer [workspaceENACT ma:|| 49 //location, in KUBIK
>5—§ENACYProducer [workspaceENACT masl||as41 IPhysicalLocation loc = sensor.getPhysicalLoc();
“ EnactProducer-full [workspaceENACT m|| 42 // if (loc==null) System.out.printin("LOCATION NULL IS NOT ALLOWED");
e 43
i SEENAGT sk 44 // Tecnalia as the only provider of data in KUBIK
YEh 4, JRE System lerary [java-8-oracle] 45 string vendor =sensor.getVendor();
vissrc 46 if ('vendor.equals("Tecnalia"))
» B config 47 System.out.printin("VENDOR " + vendor +" IS NOT ALLOWED");
: s 48
»
i ENACTSecur!ty.ap! : 49 // Only ENACT clients can transmit data into this network
4 ENACTSecur?ty.apliutll 50 String individual = sensor._getindividualiD();
~ it ENACTSecurity.logic 51 if (tindividual.toUpperCase().contains("ENACT"))
v iB ConsumerMain.java 52 System.out.printin("INDIVIDUAL " +individual + " IS NOT REGISTERED");
~{ ConsumerMain 53
: "5 in(Stri Soid 54 // Timestamp must be recent, old data can be DoS attack symptom
& main(String(]) : voi 55 Long timestamp = Long.valueOf(sensor.getTemperature().getTimestamp());
& ConsumerMain(String, String, int| | 55 J 2o g
- rrankaACariicibvnbheacniar I\ - by 57
5= Outline % S _ 5 e
59 // System.out.printin("temp from " + individual +": " +
BAR Y e w « 60 // sensor.getTemperature().getValue());
& ENACTSecurity.logic €J siB viewer [ Properties | @ Console 52 |[£ Problems ¥ Tasks 4’ Search G m
vr9,,ConsumerMa|n - S— -
] EEBERHRFE o =

) ConsumerMam(Stnng String, mt)

ConsumerMain (6) [Java Application] /usr/lib/jvm/java-8-oracle/bin/java (Sep 12, 2018, 3:11:33 PM)

message has been checked by ENACT Security system

TIMESTAMP IS DELAYED

message has been checked by ENACT Security system

TIMESTAMP IS DELAYED
b hecked by ENACT Security system

e Crea Observer() -
e° maln(Strlng[]) vod

4t Semantic InformationBrok & = O
D B @ F
Status

g ecked by ENACT Security system
TIMESTAMP IS DELAYED
message has been checked by ENACT Security system

Instance

Figure 77 ENACT Generic Security KP-client in SMOOL platform
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6.1.50ther control mechanisms

Besides the mechanisms described abosyeaat of awell-designedreactionstrategy per identified
threat, he enforcement of other security mechanisms is also possible:

1 Vulnerability scanning solutions: Thisecurity control relies in providing the necessary
Software Vulnerability Assessment (SVA) tools for tb@ application to be protected. The
offered SVA toolscandetect and upgrade the vulnerabilities or fix theaoinfigurations in the
specified software packages deploysdallyin a web or cloud containgExamples of this type
of solutions ar¢he open source OpenVA$07] and theSVA tool in SPECS platfornjl08].

1 Backup solutionsThis security control relies in provialy the necessary backup capability to
the IoT application to ensure its resilience aedovery readinesg he backup featuresay
include compression, encryption, source file filters, delta backup, archive mergésjats
recovery, reportetc.Exampes ofwell-knownopen source backup softwanes Zmandg109]
which enables to backup data from live applications and databases directiptage €loud
(Zmanda Cloud Backup (ZCB) backs up a Windows server and live applications such as
Microsoft Exchange and SQL Server to Amazof, $3eca Backug110], andBacula[111].

A comprehensiveollectionof available open source backsplutions can be found [dA12].

Although not identified amainpriority, it is currently under stydthe possibility of includinghese or
similar enforcementnechanisrain theENACT framework.

6.2 Robustness and resilience Enabldr Diversifier

The Robustness and resilience Enabler in ENACT will only include one tool, the Diversifier, which
closely work with thedrchestration and Continuous Deployment Enabléra GeneSIS framework in
ENACT (see deliverable D2.1 for more information on this enabler). The Diversifier will be used at
operation for adapting the SISaddressliversity requirements whenever needed.

6.2.1Diversity-aware adaptation mechanisms

At run-time, the ENACTDiversifier relies on the rutime adaptation capability provided by the
ENACT deployment and orchestration tool to perform divetaitgre adaptation. After the automatic
diversity generation at design time, all the generated compoagrdtspecifications, as well as the
alternative thiredparty components, are all registere@gsets repositories, such as GitHub and Docker
Hub. At runtime, the diversitsaware adaptation engine swigsthe current system into an alternative

one by involng the deployment tool with the new deployment model. The deployment tool will execute
the newmodel, download the required components from the repositories and configure the them into an
integrated system. In this process, the diversifier is only irgehairthe decision on when to switch to

a new architecture, and to which of theeaitative architecture. The diversifier adopts different
adaptation strategies to make such decisions, depending on the use cases and the requirements

Based on the currense cases in the ENACT projects, we foresee the following two types of strategies

1. Diversity-aware adaptationfor configuration testing:

The configuration of a gateway denotes the software and libraries deployed in the gateway, their
versions and the pareeters set on them. Since the end users may end up using different
configurations, the testing should cover at least the representative configurations. In the
continuous integration pipeline, i f tdone Aint e
(which means that the system is under a daily or weekly building, rather than ting fes

developers), the diversifier will start a loop of testing and in each iteration, the diversifier will

take one of the generated deployment specification,antipé deployment engine to install the

testing hardware accordingly, and run the irdégn test suites on the gateway.

Public final version 1.0, 31/10/2018 46



ENACT
Trustworthiness mechanisms specification Deliverable # D4.1

2. Diversity for recovery:

After theGateway is released, the ENACT diversifier will automatically transfornGtteway

from the currat configuration to an alternative one, when the system is under exceptional
conditions, such as system downtime, bad performance (too long response time), extreme loads,
frequent errors, etc. The type of exceptional conditions to monitor, as well dsakleaid to

trigger the adaptation, are defined according to the use case. The neyurediain to switch to

can be randomly selected, or based on experience from previous adaptations.
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7 Conclusions

The goal oMWP4in ENACT is to provide support tdefine and ensure the secure, resilient and privacy
aware behaviour of smart 0T systenie work package will deal with support to development and
operations phase of the DevOps cy@dedevelopment phasiie support will maint include system
security, privacy and resilience (diversity) requirements specificatiechanisms together with the
associated controls specificatioAt operations phase, the support will be focused on continuous
monitoring of possible security and paisy incidents and attacks the 10T system as well &sarly
reaction to them.

The main focus of this document is the description of the state of the art in security, privacy and
resilience (diversity) solutions for IoT systems and thwtial study of the security and privacy
requirementderived from the analysis of the use caseshef project In addition the document
describeghe initial plans for developing mechanisms and tools that will be integrated avenail
ENACT framework tasupport both developers and operators addressitigity, privacy ancesilience
aspects of SIS.

The development mechanisms that will be developed by WP4 will mainly support SIS developers in
improving the design of SIS by including the necessary sgcprivacy and rsilience information to
ensure risks are minimised inetdeployedSIS.

The operational mechanisms by WP4 will be dgetl in different layers of the SIS, ranging from the
control of the use of encryption in the communicatitmsaccess aurol mechanisms at both loT
platform and application levels.

WP4 will developthe detailed design and implematidn of the following enablers} a Securityand
Privacy Monitoring and Control enablewhich includes an advanced contextare access control
mechanisnandii) aDiversifier to be able to analyse diversity requiremeniSfaind request software
variants deployments when needed
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